E u ro D I G Submitted proposals 2012

European Dialogue on Internet Governance

Revised version as of 9 February 2012

This document is a compendium of all the proposals on themes and workshops we received
so far for the next EuroDIG meeting in Stockholm on 14/15 June 2012

We received 71 inputs and proposals for the 2012 EuroDIG agenda. This is an amazing
proof of the continuing bottom-up EuroDIG dynamic!

This result offered a challenge for our first preparatory meeting in Stockholm on 19 January,
where we concentrated on a review of the proposals we received during the call period from
October 2011 to January 2012.

As it is almost impossible to accommodate so many ideas and proposals in a two-day
program, we had to agree on a suitable procedure. Therefore we discussed and agreed on
an outline of around seven thematic tracks (according to topics and colours in the listing) and
to group as many proposals as possible in a first program outline what will be published on
our website soon. A conceivable option to consider more proposals is by offering more pre-/
side events, poster or flash sessions than the years before.

The preliminary draft of a 2012 program structure will be based on key topics and without
any timing at a first stage. It will be submitted for review regarding consistence, missing
issues or aspects to be considered etc. And we will ask for comments until middle of
February again.

A next preparatory meeting with representatives of the core group for verifying comments
and to work on a consolidated draft program is foreseen in line with the next IGF Open
Consultations on 15 February (late afternoon) in Geneva. Details on this meeting will be
communicated right in advance.

According to the Milestones to Stockholm, a substantiated draft program (incl. timing and
program slots) needs to be finalised by the end of February. At that stage, we will know how
many proposals and topics can be considered and the various program slots have to be
organized from beginning of March onwards.

For any more details and updates please follow the announcements on the EuroDIG website
and in the next info letters.

Thanks a lot for all your cooperation so far and we are looking forward to some more
feedbacks.

Kind regards,

The EuroDIG team

Sandra Hoferichter /Wolf Ludwlg
Secretariat

European Dialogue on Internet Governance (EuroDIG)

office@eurodig.org
www.eurodig.org

Fon: +49.341.301 28 27




EuroDIG 2012 Stockholm

Proposals received in the call period Oct. 11 to January 12

No Name 2;%?2:;&:0" f SH group Country |Topic Plenary brief description Workshop brief pot. Speakers thema cat.
1 Mohamrnad 3G-Consult Academia ” Transition to IPV6 IT secu»rlty for household, small companies , public sector and TBD
Mabhloujian enterprise as Europe become more digitalized
The right to receive and impart information without undue
2 Saskia Walzel  [Consumer Focus Civil Society UK Freedom of expression in the digital aget interference from Gov. The role of internet service providers in TBD FoE
protecting teh rights of their customers
. . ISOC Belgium / .- . . . . . . . History, status and future of cybercrime policy and regulation  [Sec. + regul.
3 Rudi Vansnick EURALO Civil Society | Belgium |Evolution of regulation and policy with regards to cybercrime in Europe Specialists
. . . . . . . . . . GAC, EU-Coom.,
4 Sorina Teleanu  |Rom. Parliament Gvt. Romania |Evolution of regulation and policy with regards to cybercrime  |Role of governments in Internet Governance Future of the Internet: perspectives and challenges EurolSPA. EDRI
European NGO Empowerment
5 John Carr Alliance f"f Child Civil Society UK Child protection and child empowerment The role of thematic networks in promoting good intermet TBD — Education —
Safety Online governance Participation
(eNACSO) P
Leena Electronic Frontier REEEs=
6 . ) Civil Society | Finland |Transparency, open source in public sector procurement Digital everyman's rights -- what should they be EFF, EDR, APC Openness —
Romppainen Finland Rights
Alternatively, we could stage a debate between the youth Media + youth T —_
. . Statensmedierad/Swe Youth panel on “Recommendations from Nordic youth on the |themselves. The youth will be prepared on the themes to be council with p .
7 Martina Hogberg | . " ¥ Gvt. Org. Sweden |Youth, Internet and the future N N N A o — Education —
dish Media Council future of the Internet debated, would take charge and in this way we get an insight  |participation of PP
X X Participation
into their world. youth
Netizenship vs citizenship -- Among the 2 billion Internet users,
. . . - . . . . there are hundreds of millions of people for whom their ReEss=
8 Yrj6 Lansipuro  [ISOC Finland Civil Society | Finland [The harvest of the 2011 vintage of Internet principles e s . . ) . . TBD Openness —
netizenship" in various social networks rivals their citizenship Rights
in whatever state they are citizens of 9
Developing structures and practices to safeguard online EDRI IETE Access —
9 Cedric Knight Greennet / ALC Civil Society UK human rights and civil liberties against economic and political |The importance of open standards - involve IETF, ISOC, W3C? ISOC’ W3Cv Openness —
pressures ! Rights
. . . . o European Standards on Privacy and Data Protection, Capacity
10 Cristos Velasco |Ciberdelincuencia Civil Society Spain European standards on privacy and data protection Prqtgcupn of privacy and personal data in the field of criminal building on cybercrime and cybersecurity -- Internet CoE, EDPA,
judicial investigations X ST ISOC, EDRI
intermediaries’ liability
- . . . . . . Social/technological perspectives: eSkills/competences; Empowerment
11 Ana Cristina Knowledge Society Gvt. Portugal B_nr)g the Citizens to Digital - How to get more citizens into the mobilization via SN/ Web, Web-usage + Mobile devices: MS + gender _ Education —
Neves Agency (UMIC) digital age? S . diverse L
Fostering inclusion ... Participation

as of 09 Feb 2012



EuroDIG 2012 Stockholm

Proposals received in the call period Oct. 11 to January 12

No Name 2;%?2:;&:0" f SH group Country |Topic Plenary brief description Workshop brief pot. Speakers thema cat.
- . Empowerment
12 Ana Cristina Knowledge Society Gvt. Portugal Think Internet Locally: digital cities and regions MS + gender — Education —
Neves Agency (UMIC) balance I
Participation
13 Ana Cristina Knowledge Society ot Portugal Cloud Computing: Consumer protection, Privacy, Data security [MS + gender
Neves Agency (UMIC) : 9 and portability ... balance
I - Empowerment
14 Carlps Dionisio |AGEIA II_)ENSI Civil Society | Argentinia Knowledge, Participation & Engagement at Internet TBD — B
Aguirre Internacional Governance P
Participation
T Access —
Urban city fiber . .
15 Hakan Franzen network Gvt. Sweden |Downloads and law enforcement IP-rights protection versus open access TBD Openness —
Rights
Access —
16 Edward Morris  |University of Leeds Academia UK Swedish model of copyright, pro privacy + Pirate movement Pirate Party Openness —
Rights
Internet users' rights - empowering users in online REEEs=
17 Elvana Thagi Council of Europe Int. org. . 9 P 9 TBD Openness —
environments .
Rights
18 Par Lannerd Metamatrix AB Business Sweden |Open space for up-coming issues TBD
Implementation of Directive 2009/136/EC of the European
19 Par Lannerd Metamatrix AB Business Sweden |Privacy vs. Ad supported internet services Parliament, also known as the EU Cookie law -- user TBD
protection versus business innovation ...
... Access and use the content, services and applications of MEP. EU-Comm
20 Jan Flodin ISOC Sweden Civil Society | Sweden |[To Regulate Net Neutrality in Europe their choice, and for transparency regulation to give users Lo .
N X rights group, ISP
informed choice ...
Maria Elvira San Corporate Social Digital Responsibility and Sustainability. AEEEs =
21 ) Several Civil Society Spain E-government Open Acess p . 9 p Y ' TBD Openness —
Millan Social Enterprise ... .
Rights
Empowerment
- Youth for Exchange - . s . ,, . . N
22 Triin Adamson " Civil Society | Brussels |“The Web of Tomorrow is Yours! Youth Think Tank on Internet Governance - planned as side event! TBD — Education —
and Understanding L
Participation
23 lias Siddiqui World Youth Bank, Int. org. Bangadesh Intenet Governance for a Good Relationship between East - Ties Development in East West Policy through Net EuroDIG |G general
Bangladesh West for Future Age

as of 09 Feb 2012



EuroDIG 2012 Stockholm

Proposals received in the call period Oct. 11 to January 12

No Name 2;%?2:;&:0" f SH group Country |Topic Plenary brief description Workshop brief pot. Speakers thema cat.
Fundacion Empowerment
24 Yolanda Rueda | .. . Civil Society Spain Social innovation through technology Bringing together examples / people of ... TBD — Education —
Cibervoluntarios L
Participation
25 Sophie Kwasny |Council of Europe Int. org. Privacy and data protection g;:g:g’goi personal Data and mobile internet : where is privacy DPAs + CS
. Corinne
Erik van de . X . . -
26 Sandt Researcher Academia NL NL first rapporteur on child pornography (speaking slot) Dettmeijer-
Vermeulen
Inga Grundén SeniorNet Sweden Civil society Accessibility — Affordability — Vulnerability among older people FegEEs =
27 9 o . S X Sweden |Old and Out in the Cold — a pan-European issue for 2012 Y Y ollity 9 peop TBD Openness —
Hakan Seig Uppsala University +Academia are key challenges of IG and elnclusion ... Rights
... developing accessible online Terms and Conditions what resentation of Access —
28 Pé&r Lannerd Metamatrix AB Business Sweden |Towards accessible online Terms & Conditions makes formats fit for international standardization, present few ﬁm dels Openness —
related projects, further cooperation across Europe. Rights
International EES e
29 Stuart Hamilton Federgtlc_)n of Library Civil Society NL Role of Ilbr_anes_ - publl_c access mtf_sr_medlanes in Digital IncI_usmr_] and Publl(_: Access: What Policymakers want  |MS- panel + Openness —
Associations and implementing digital/e-inclusion policies and how Libraries can Deliver actors needed "
L Rights
Institutions (IFLA),
30 Anders Swedish Post and Gt Sweden |"Secure and safe Internet” WS -- Canﬂl trust the services working appropriate without TBD
Johanson Telecom Agency leakages ?
Swedish Institute of The need for transparent internet access and network MS and multiple AEEE=
31 Oskar Jonsson - Gvt. org Sweden |Transparent internet access and network neutrality o nsp muttp Openness —
Assistive Technology neutrality in society composition Rights
. P World Youth Bank, . . . .
32 lias Siddiqui Bangladesh Int. org. Bangadesh [IG in Asia and Pacific region |G general
33 Alexander Seger |Council of Europe Int. org. Article 15 Budgpest_Conventlon on Cybercrime - Protecting negd fqr efficient cybercrime investigations and the positive TBD
you and your rights in cyberspace obligation of governments to protect people ...
) ) . : ) ) . - ) Empowerment
Swedish IT and Children online support by social services workers - new co-operation between trade and industry, authorities and a various experts .
34 Ewa Thorslund ) others Sweden ) S ; . o o — Education —
Telecom Industries challenges in responsibilities and privacy number of children’s rights organizations - (overloaded) Participation
Filtering of digital content, cross border electronic
35 Staffan Jonson |ISOC Sweden Civil Society | Sweden [Digital content versus national law communication and the notion of a universal European TBD
framework for digital content management

as of 09 Feb 2012



EuroDIG 2012 Stockholm

Proposals received in the call period Oct. 11 to January 12

No Name 2;%?;1:;&:'0'1 f SH group Country |Topic Plenary brief description Workshop brief pot. Speakers thema cat.
Access —
36 Staffan Jonson |ISOC Sweden Civil Society| Sweden |Follow up to Stockholm Forum, SIFF 12 Internet & Human rights, Internet for development etc. Stockholm Forum on Internet Freedom for Global Development | TBD Openness —
Rights
Marietje Schaake,
Ministry of Security X . - MEP, Internet
37 But Klaasen and Justice in the Guvt. Org. NL Security + Clean IT Qlean !T' H.OW the use of t_he Internet by terrorist can be limited inustry
in public-private partnerships !
Netherlands government (Law
enfarecement)
38 Anders Rafting Swedish Post ar_1d Gut. Org. Sweden Rgachablllty for all to content when IPv6 is deployed world ... as one Incentive for IPv6 deployment in Europe 4 gvt. + secur.
Telecom Authority wide ... Experts
39 Lara Pace COMNET Foundation Intern. Org. UK Commonwealth Cybercrime Initiative TBD
for ICT Development
Former UK . . )
40 Nick Thorne Ambassador + Intern. Org. UK Stqc!(-taklng tackling renewed threats to liberal governance TBD |G general
policies post WSIS
Consultant
Max-Planck Institute
. . for Foreign and . . . . . A . .
41 Tatiana Tropina X . Academia Germany |Public-Private Cooperation against Cybercrime: Best Practices and a Way Forward various experts
International Criminal
Law
. . . WS looks at what the Ruggie Principle of Respect for Human
42 Anthony D'Arcy Nokia Siemens Business Finland Strlklng»th? bala_nce between respect for human rights and the Rights means to the Telecomms Industry in terms of FoE, TBD |G general
Networks authorities’ requirements across the Telecomms Industry >
privacy and the role of ICT.
43 Anders Swedish Post and Gvt. Sweden |Digital agendas in Europe - Challenges _at European and national levels in IG, Lessons complement. WS on women in internet governance TBD |G general
Johanson telecom agency learned, Moving ahead
Johan SAIL
44 Myrberger / SAIL project Intern. Org. Sweden |IG and regulation, when new technologies emerges ... related to arelated topical WS (Myrberger/Edwall |G general
Thomas Edwall )
Network For Non Empowerment
45 Jane Muriuki Formal Educational Academia Kenya |Promoting Access to basic education for all through Technolgy various speakers | — Education —
Institutions (NNFEI) Participation
- Family Online Safety - . - - . . . . . doesn't sound
46 David Miles Institute Civil Society Egypt Digital Citizenship Our workshop will be divided into two panels: ... interactive |G general
Council of Europe Data protection and privacy protection — Fight against child MS and multiple
47 Ruidiger Dossow |Parliamentary Intern. Org. France |User protection and internet security P p yP ghtag Improving user protection and security in cyberspace muttip
Assembly pornography. composition

as of 09 Feb 2012



EuroDIG 2012 Stockholm

Proposals received in the call period Oct. 11 to January 12

No Name 2;%?2";?0'1 f SH group Country |Topic Plenary brief description Workshop brief pot. Speakers thema cat.
48 William J. Drake IPMZ, University Academia | Switzerland Enhanced Cooperatlor_\: Eur_opean _Perspectlves on Alternative The New gTLD Program: Controversies, Prospects, and 14 Speakers G general
Zurich Models of Global Public Policymaking Impacts suggested
X ) ) ) Empowerment
29 Veronica Cretu  |"CMB" Training Center| Civil Society| Moldova Open Gox_/grnment. Competenmes + educational system to personal_ dat_a, open d_ata, cloud computing, freedom of various experts _ Education —
prepare citizens for growing ICT, Internet sector ... speech, validation of online content, TLDs, etc. Participation
. . Techn. ~ - . . how are we negotiating the gap between these models and the
50 Chris Buckridge |RIPE NCC Comm. NL Bottom-up meets top-down policy development: policy-makers that work within them? TBD |G general
51 Martin Millnert  |DFRIse Civil Society| Sweden Key_ pr_opemes_of a secured Im_ern§t rout!ng infrastructure — ... from an openness, robustness and reliability perspective TBD
achieving the right self-supporting incentives
Empowerment
52 Yuliya Morenets (TaC, France Civil Society France [ICTs use by people with migrant background respective WS proposal various speakers | — Education —
Participation
Empowerment
53 Yuliya Morenets |TaC, France Civil Society France [Voice of Youth and Teenagers in Information Society respective WS proposal various speakers | — Education —
Participation
54 Marc_ln dfe The Julia Group Civil Society | Sweden |Freedom of Expression on the Internet respective WS proposal various high-level FoE
Kaminski speakers
Marcin de . - . . . .
55 Kaminski The Julia Group Civil Society | Sweden |What EuroDIG is all about respective WS proposal various speakers |G general
Marcin de . - . - .
56 Kaminski The Julia Group Civil Society | Sweden |Lessons learned from net activism respective WS proposal 3 experts |G general
Marcin de . .- . P . .
57 Kaminski The Julia Group Civil Society | Sweden |Corporate Responsibility in IG respective WS proposal various speakers |G general
58 Artak Engmeerl_ng Academy Academia Armenia |Cyber Security + war Human factor + political motivations TBD
Barseghyan of Armenia
59 Anders Procadmln . Business Sweden |Steel industry in the Info age Business promotion |G general
Johansson communications

as of 09 Feb 2012
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Proposals received in the call period Oct. 11 to January 12

No Name '(:frfg”?;l;a:lon f SH group Country |Topic Plenary brief description Workshop brief pot. Speakers thema cat.
global network . . . . . R .
60 Douwe Korff initiative (GNI) Academia UK Dynamics between FoE, privacy, security ... ... Drawing on recent events in Middle East and North Africa TBD FoE
. CoE / Youth . . . . . . .
61 Rui Gomes department Int. org. Hate speech Online and campaigns against hate speech Youth taking action against hate speech in cyberspace 2 experts FoE
European Youth ReEEs=
62 Letizia Gambini FOI’UI’F:] Civil Society | Belgium |Access to information a Two-class infrastructure, better Internet for those who can? |various speakers Openness —
Rights
63 Letizia Gambini European Youth Civil Society| Belgium New me_dla, new freedoms -- new concepts for a new different youth understanding of concepts like IP, copyright youth ) FOE
Forum generation and FoE representatives
64 Marco Gercke  |University Cologne Academia | Germany |National legislation versus data retention comparative approach in several European countries ... 4 speakers
65 AnneLi Avenas i:?:g:gssen Ale Civil Society | Sweden [NGOs, Business and iCT Pre-conference for EuroDIG 5 speakers |G general
66 AnneLi Avenas iﬁ:éxgﬁzen /The Civil Society | Sweden [NGOs, Business and iCT WS to feed-in results from Pre-conference TBD |G general
67 Wolf Ludwig EURALO Civil Society | Switzerland |5th EURALO General Assembly planned as side event -- like in Belgrade! FoE
Marietje . L
68 Schaake MEP Parliament NL Extra territoriality of Internet related laws The cases of ACTA, STOPA, PIPA, Cloud comp. and PA FoE
69 Mats Akerlund  |Swedish Radio Media Sweden |Where does democracy take place? Journalism 3.0 -- Media ecology and the future giT}:BSev:'?ng * FoE
70 Mats Akerlund  |Swedish Radio Media Sweden |Evolution of radio-tv in a digital and connected world ... - @ combination of broadcast and Internet services, live and | Johan Wahiberg FoE
on-demand. + Mats Akerlund
) . . ) - . y Empowerment
71 Narine Media Education Civil Society | Amenia [Net Neutrality in connection to media literacy Net-NetraIlty _and media literacy -- impact of access, skills and — Education —
Khachatryan Center independent judgement (71) Participation

The EuroDIG 2012 proposals received until middle of January listed and compiled (68) are classifiable according to the following thematic categories in the IG discourse:

as of 09 Feb 2012




EuroDIG 2012 Stockholm EuroDIG

Proposals received in the call period Oct. 11 to January 12

13 proposals (6 MS + 6 WS)

Empowerment — Education — Participation 13 proposals (1 MS + 10 WS + 1 SE)

Freedom of Expression 9 proposals (2 MS + 6 WS + 1 SE)

15 proposals (2 MS + 11 WS + 1SE)

11 proposals (3 MS + 9 WS)

5 proposals (2 MS + 4 WS)

3 proposals (2 MS + 1 WS)

Total: 71 Proposals (19 MS + 47 WS + 3 SE)

as of 09 Feb 2012



Name:
Organisation /
Affiliation:

Number in the list
Group:

Which issues /
themes do you
suggest to discuss
during the plenary
session?

Title of the workshop:

Concise description:

Name of the
organizer(s) of the
workshop and their
affiliation to various
stakeholder groups:

Names and affiliations

of the panellists you

are planning to invite:

Contact person:

Mohammad Mahloujian

3G-Consult

academia

* TRansition to IPv6

* | T security for household, small companies , public sector and enterprise as Europe
become more digitalized

any of the above mentioned topics

No 1



Name:

Organisation /
Affiliation:

Number in the list
Group:

Which issues / themes
do you suggest to
discuss during the
plenary session?

Saskia Walzel
Consumer Focus

No 2
civil society

Freedom of expression in the digital age - ie the right to receive and impart information
without undue interference from Gov. The role of internet service providers in protecting teh
rights of their customers.

The role of the internet in helping citizens to help themselves - particularly the right to
education, housing, social security, health and participate in cultural life.

Website blocking: do what | say, not what | do: explore the increasing gulf between rhetoric
and practice in Europe and the US. Website blocking is increasingly advanced as silver
bullet for domestic issue in European countries and the US, however at an international
level the very same countries are criticising countries of the global south for website
blocking

Are you a consumer or participant? — explore the role of the internet in turning passive
consumers into active participants. The difference between the internet, and let's say radio
and broadcast, is that citizens can not only download but upload. This makes the internet
incredibly empowering, but there are increasing moves by Government to turn the internet
into cable TV — you can only consume what gatekeepers deem fit and proper, and
participation is not welcome.

Does the internet make the postal service redundant: over the past century the postal
service has been considered as one of the essential services every citizens need to have
access to in order to participate fully in the economy and society. Many countries have
therefore implemented universal service obligations for postal services. However, as email
increasingly replaces post as everyday communication technology, and much of the
communication with public and private sectors is now online, the question is how to
reconcile universal service obligations for post, with universal service obligations for the
internet. If a region is fully internet connected, does it need a universal service in post? And
can there be an internet based economy without a postal services (think e-commerce)?



Name:
Organisation /
Affiliation:

Number in the list
Group:

Which issues /
themes do you
suggest to discuss
during the plenary
session?

Title of the
workshop:

Concise description:

Name of the
organizer(s) of the
workshop and their
affiliation to various

stakeholder groups:

Names and
affiliations of the
panellists you are
planning to invite:

Rudi Vansnick
Internet Society Belgium / EURALO

No 3

civil society

Evolution of regulation and policy with regards to cybercrime.

History, status and future of cybercrime policy and regulation in Europe.

Making the scene for better understanding the evolution of policy and regulation with regards
to the cyber crime in Europe. Many actions have been launched, some specific regulations
elaborated. With the new GTLDs in view it would be good to make a kind of roadmap to
enable politicians and governments to be able to procude functional policy and laws.

ISOC Belgium - EURALO => civil society, internet users and domain name space.

Eddy Willems (security specialist)

Luc Beirens (Belgian Federal Computer Crime Unit)
Wolf Ludwig

Rudi Vansnick

and others I'm contacting ...



Name:

Organisation /
Affiliation:

Number in the
list

Group:

Which issues /
themes do you
suggest to discuss
during the plenary
session?

Title of the
workshop:

Concise
description:

Name of the
organizer(s) of the
workshop and
their affiliation to
various
stakeholder
groups:

Names and
affiliations of the
panellists you are
planning to invite:

Sorina Teleanu

Chamber of Deputies, Parliament of Romania

No 4

governmental organisation

Global principles in Internet Governance
Role of governments in Internet Governance
Future of the Internet: perspectives and challenges

Internet filtering and blocking: solution or problem?

Problems related to online illegal content (e.g. child pornography) and other infringements of
legal provisions in the online space (copyright infringements, online gambling, online selling of
prohibited substances, etc) have been approached in some European legal frameworks through
provisions related to imposing Internet filtering or blocking. Discussions on these issues existed
at EU level also, in the context of the debates on a proposed directive addressed at combating
online child abuses. Debates over Internet blocking are also taking place within ICANN, with
regard to the new gTLD Program and the fact that some governments may choose to block new
gTLDs at national level, in case these gTLDs are opposed to national laws or present other
problems at national level.

But how efficient are these measures with respect to achieving the desired goal? What are the
downsides of such measures when it comes to the security and stability of the Internet, on one
side, and to the fundamental human rights (freedom of expression, privacy, data protection,
right to information), on the other side? What is the impact of such measures on ISPs? Are
there better alternatives to Internet blocking and filtering?

The proposed workshop will put face to face proponents and opponents of Internet blocking and
filtering and will try to find answers to the above questions. It will also discuss the implications of
the decision of the Court of Justice of the European Union regarding the fact that ISPs cannot
be requested to install systems for filtering their entire communications in order to stop and
prevent illegal transfer of files.

Sorina Teleanu
Chamber of Deputies, Parliament of Romania
Alternate representative of Romania to ICANN's Governmental Advisory Committee

European Commission representative (e.g. Gerard de Graaf or Andrea Glorioso)
Representative of a national law enforcement agency

EurolSPA representative (or representative of a member of EurolSPA or another European
ISP)

EDRI representative (e.g. Bogdan Manolea)

ISOC representative (e.g. Andrei Robachevsky)

ICANN Security and Stability Advisory Committee Representative (e.g. Patrik Faltstrom)



Name:

Organisation /
Affiliation:

Number in the
list

Group:

Which issues /
themes do you
suggest to discuss
during the plenary
session?

Title of the
workshop:

Concise
description:

Name of the
organizer(s) of the
workshop and
their affiliation to
various
stakeholder
groups:

Names and
affiliations of the
panellists you are
planning to invite:

John Carr

European NGO Alliance for Child Safety Online (eNACSO)

No 5

civil society

Child protection and child empowerment. Two sides of the same coin? Do we need to do more,
if so what?

The role of thematic networks in promoting good internet governance

How can thematic networks such as eNACSO, INHOPE and INSAFE address some of the
challenges of good internet governance against a background of uneven development in terms
of. differences in legal frameworks, societal differences and internet penetration.

eNACSO
WWWw.enacso.eu
eNACSO is an association of children's organizations drawn from over 20 EU Member States

and with associate members in a growing number of countries outside the EU and outside
Europe.

To be determined



Name:

Organisation /
Affiliation:

Number in the
list

Group:

Which issues /
themes do you
suggest to discuss
during the plenary
session?

Title of the
workshop:

Concise
description:

Name of the
organizer(s) of the
workshop and
their affiliation to
various
stakeholder
groups:

Names and
affiliations of the
panellists you are
planning to invite:

Leena Romppainen

Electronic Frontier Finland

No 6

civil society

Transparency, open source in public sector procurement. | would like to see a session on this
theme with Mr Daniel Melin from Kammarkollegiet to speak on the Swedish model, Mr Tomi
Voutilainen from Finland's National Audit Office and somebody from European Commission
public procurement. | have discussed this with Mr Melin, and if there is a suitable track, he is
willing to be a speaker.

Digital everyman's rights -- what should they be

How do traditional Nordic everyman's rights translate into digital environment? What kinds of
limitations are acceptable in digital environments? Discussion topics including e.g. net
neutrality, open public Wi-Fi access, Creative Commons licensing, blocking, cutting Internet
access.

Leena Romppainen, Electronic Frontier Finland
Tapani Tarvainen, Electronic Frontier Finland

Joe McNamee, European Digital Rights

Jérémie Zimmermann, La Quadrature du Net

someone from APC, Association for Progressive Communications
someone from Juliagruppen



Name:

Organisation /
Affiliation:

Number in the
list

Group:

Which issues /
themes do you
suggest to discuss
during the plenary
session?

Title of the
workshop:

Concise
description:

Name of the
organizer(s) of the
workshop and
their affiliation to
various
stakeholder
groups:

Names and
affiliations of the
panellists you are
planning to invite:

Martina Hogberg

Statens medierad/Swedish Media Council

No 7

governmental organisation

We suggest the theme “Youth, Internet and the future” for which we have several ideas for
workshops. On top of a priority list of our ideas is a workshop/plenum session which we
describe here below.

Our suggestion is to have a youth panel to take part of a plenum session. The title would be the
title of that plenum session, preferably the “Opening session”. Or the title could be
“Recommendations from Nordic youth on the future of the Internet”.

A plenum session with a youth panel on stage talking with adults, answering questions and
thereby let the young voices be heard and hear their perspectives on the subject Internet
governance. The youths would be prepared to talk about the “pros” and “cons” regarding the
Internet, their own experiences, how they view the maintenance and future of the Internet,
talking about the theme of the EuroDIG e.t.c.

The workshop would preferably be held the first day of the conference, before lunch as a kick-
off for the whole conference. The youth participation would set the tone for EuroDIG. Besides
giving the youths’ perspective it will be a future perspective.

Alternatively, we could stage a debate between the youth themselves. The youth will be
prepared on the themes to be debated, would take charge and in this way we get an insight into
their world.

Swedish Media Council

Norwegian Media Authority

The Media Council for Children and Young People (Denmark)
The Mannerheim League for Child Welfare (Finland)

Heimili and skoli (Iceland)

The youth panel will consist of 5-10 children between 14-18 years old with different Nordic
backgrounds. The panel of adults engaged in debate with the youth would preferable be
selected from governmental institutions and the industry. The youth panel will be moderated by
a professional moderator, experienced in communication with young people.

The youth have attended the Nordic Youth Internet Forum; a Youth IGF that will be held in
Stockholm two days prior to EuroDIG. During the Nordic Youth Internet Forum 10 youths from
each Nordic country (50 youth altogether) will discuss questions regarding Internet governance.



Number in the list No 8

In order to make the 30.11. deadline, herewith a couple of preliminary ideas for 2012 themes of the EuroDIG that were
discussed at a recent meeting of the Finnish stakeholders:

1) The harvest of the 2011 vintage of Internet principles. - As Wolfgang has pointed out, this was the year of
"Governments for Internet Principles” - by G8, CoE, OSCE, OECD -- practically by everybody and his uncle. What
caused this sudden burst of governmental activity, after years when Western governments didn't want to touch the
subject from a principal point at all? In his article in Kieren's blog, Wolfgang made a good preliminary analysis of those
"laundry lists". It could be continued and deepened, not the least as a reply to those who want to throw everything on
the lap of the United Nations. | hope W. would be interested to take the lead of this theme, and | would very much like
to be on the team as well.

2) Netizenship vs citizenship. - Among the 2 billion Internet users, there are hundreds of millions of people for whom
their "netizenship" in various social networks rivals their citizenship in whatever state they are citizens of. We propose
that EuroDIG would reflect on this situation, and we come back to a more detailed suggestion on how.

Best,

Yrj6
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GreenNet / APC
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civil society

Developing structures and practices to safeguard online human rights and civil liberties against
economic and political pressures. - EDRIi and related organisations.

The importance of open standards - involve IETF, ISOC, W3C?

These probably should also be workshops, but unfortunately | can't volunteer to organise as I'm
not sure we can afford to attend.
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Cristos Velasco

Founder and Director
Ciberdelincuencia.Org
NACPEC.Org

No 10

civil society

- European standards on privacy and data protection
- Protection of privacy and personal data in the field of criminal judicial investigations
- Capacity building on cybercrime and cybersecurity

- Internet intermediaries’ liability

“The European Standards on Privacy and Data Protection”

The purpose of this workshop is to evaluate and assess with a number of European experts
from different sectors whether the existing European standards on privacy and data protection
continue to be effective instruments in the subject matter for European countries taking into
account global challenges such as transborder data flows, cloud computing and the use and
adoption of recent technologies.

Likewise, we will seek to assess whether Convention 108 and its Additional Protocol continue to
be the international standards for other countries to follow and ratify in view of the different
approaches and cultures of privacy and data protection around the world. The workshop will
analyze and discuss the most relevant provisions of the following instruments:

1. Convention 108 for the Protection of Individuals with regard to Automatic Processing of
Personal Data
http://conventions.coe.int/treaty/EN/Treaties/Html/108.htm

2. Additional Protocol to the Convention for the Protection of Individuals with regard to
Automatic Processing of Personal Data regarding supervisory authorities and transborder data
flows

http://conventions.coe.int/treaty/EN/Treaties/Html/181.htm

3. The Madrid Resolution on International Standards on Privacy and Data Protection
https://www.agpd.es/portalwebAGPD/canaldocumentacion/conferencias/common/pdfs/31 conf
erencia_internacional/estandares _resolucion madrid es.pdf

4. Communicate 2010/609 of November 4, 2010, which contains a comprehensive approach on
personal data protection in the European Union
http://ec.europa.eu/justice/news/consulting_public/0006/com_2010 609 en.pdf

Cristos Velasco as moderator of this workshop with five speakers from:

1. Council of Europe (A Representative from the Bureau of the Consultative Committee of
Convention 108)

2. European Data Protection Authority (A representative from the Spanish Data Protection
Authority)

3. A Law Practitioner or Academic from the EU

4. Technical Community (A representative from ISOC)

5. Civil Society (A representative from EDRI)

The final names and affiliations of the speakers could be confirmed in March 2012. | am very
open to accept proposals of speakers for this panel, as long as we maintain the multi-
stakeholder spirit.
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Ana Cristina Neves

Knowledge Society Agency (UMIC) - Ministry of Education and Science - Portugal
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governmental organisation

Bring the Citizens to Digital - How to get more citizens into the digital age?

Social/technological perspectives:

- Individual empowerment through eSkills/competences;

- Civil society mobilization through the Web: the role of mobile devices and social networks

- Connecting People and Things: The role of new and user friendly interfaces and security and
private challenges

- Web-usage: design for all vs design for one. How do we experience the Internet?

- Mobile devices: Fostering inclusion through Internet based services;

Multistakeholder, gender diversity format soon to be detailed.

Multistakeholder, gender diversity format soon to be detailed.
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Think Internet Locally: digital cities and regions

Think Internet Locally: digital cities and regions

- New architecture models: Citizens involvement in services creation, data management and
open government;

- Foster transparency and better governance through eParticipation at local level;

- Multistakeholderism in Smart urban digital infrastructure management (e.g. transport and
energy efficient networks)

- Challenges and opportunities of City TLDs

Multistakeholder and gender balance format - to be detailed soon.

Multistakeholder and gender balance format - to be detailed soon.

Ana Cristina Neves
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Cloud Computing

Cloud Computing:

- Consumer protection;

- Privacy;

- Data security and portability;

- Risks of widening the digital divide;

- Challenges on cloud services procurement and contracts;
- Competition and anti-trust concerns;

- Cross-border legal framework.

Knowledge Society Agency - UMIC - Ministry of Education and Science, Portugal - involving a
multistakeholder pannel.

Multistakeholder and gender diversity format
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AGEIA DENSI Internacional-

No 14

academia

| propose talk about Knowledge,Participation & Engagement at Internet Governance. if you
want, Im ready . Good Luck !



Name:

Organisation /
Affiliation:

Number in the
list

Group:

Which issues /
themes do you
suggest to discuss
during the plenary
session?

Hakan Franzen

Urban city fiber network. www.oxds.se

No 15

governmental organisation

Topic: What kind of crime is a download and what effects will it have in the long run.
How to prevent multimillion companies hunting down people with law suits from file sharing.

Stop the big organizations producing the illegal copies are ok, but to hunt down and track
normal people, students, seniors are wrong. It will give the wrong signals to the younger people
that will start to think that hunting people on Internet is in the same spectra as in a real crime
towards other people. Yes still a crime but it should be rated as a small crime.

If the younger generation will start to think they are real criminals for downloading some music
on internet why not steal some money from a real person when you already a criminal.

Now we are growing up a generation of people feeling like they are criminals, can that be a
good thing?
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Edward Morris

University of Leeds

No 16

academia

Sweden is the birthplace of the any copyright, pro privacy Pirate movement. With the
conference in Stockholm a panel with representatives, past and present, of the Pirate Party
(which, in Sweden, includes MEP's), Pirate Bay and the ike would be natural and fitting.
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Which issues /

themes do you

suggest to discuss  Internet users' rights - empowering users in online environments
during the plenary

session?
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Par Lannero

Metamatrix AB

No 18

business sector

Unconference track:
One track could be reserved for issues that attendees want to discuss, but have not been able
to submit 6 months in advance.

For example, if the afternoon of the second day has an unconference track: Make a grid of 4
locations and 4 timeslots of 40 minutes each on a whiteboard, available to everybody from day
1. Up to 16 people can then claim one of the timeslots and announce the topic on the
whiteboard.
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Par Lannero

Metamatrix AB

No 19

business sector

Privacy vs. Ad supported internet services

In Europe, many countries are struggling to implement Directive 2009/136/EC of the European
Parliament, also known as the EU Cookie law. While this law could improve user privacy, it
could also obstruct business and hinder innovation on the mostly advertisement driven internet.
EuroDig could provide a forum for users, service providers and regulators from all over Europe
to share experiences and thoughts on how to comply with this law, and about how it might be
amended in the future.

More generally, the conflicts between user privacy and business development on the internet
could be discussed.
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civil society

The workshop proposed below could, alternatively, go into the plenary session.

To Regulate Net Neutrality in Europe - what is best for usage , free speech and innovation?
Panel, 80 minutes effective time.

The current EU Directive calls for promoting end-users' ability to access

and use the content, services and applications of their choice, and for transparency regulation
to give users informed choice what access provider and offering to use, in a market with true
and fair competition. The EU Commission will publish, probably in March, 2012, findings from
the BEREC's investigation on blocking, throttling or other means of discrimination of certain
types of traffic. The Commission will then consider further guidance or general legislative
measures to enhance competition and consumer choice.

We expect the ongoing debate among various stakeholders if transparency is enough, to
intensify after the BEREC report and during the Commission’s consideration period, into the
summer of 2012. Some argue that the open end-to-end model of the Internet must be
safeguarded by stronger means of regulation, to uphold net neutrality, permission-free
innovation and open usage of the Internet, also as a basis for Free Speech. Some argue that
stronger regulation would stifle new, innovative, business models.

See the ISOC-SE (isoc.se) blog (http://isoc.se/wp/?p=12 , in Swedish) about net neutrality, a
resumé of the more important arguments from governmental and civil society stakeholders
during 2011. Most reference links in the blog are in English.

In this EURODIG event, a panel is composed of representatives from governmental and civil
society’s stakeholder organisations at the European level. The panel debate will reflect different
views on the above event subject.

ISOC-SE takes full responsibility for the arrangement of this event, including any directly
associated cost.

Jan Flodin, Project Manager, jan.flodin@isoc.se
Linda Sandberg, Event Planner, linda.sandberg@isoc.se
Lars Lundgren, Advisor lars.lundgren@isoc.se

The concept is endorsed and supported by the ISOC European Regional Bureau (Frederic
Donck)

We will seek panel members from European organisations such as (tentative list)

An EU parliament MEP

An EU Commission representative

BEREC or some NRA

La Quadrature du Net (Confirmed)

ISOC European Regional Bureau (Confirmed)
VolIP Service Provider (Skype , Confirmed)
An IPR holder representative

An Internet Access Provider (“ISP”)
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Maria Elvira San Millan

www.comunicacionciudadana.org
@RSCDigital
@maesmf

civil society

Egoverment Open Acess
Corporate Social Digital Responsability and Sustainability
Social Enterprise

Corporate Social Digital Responsability and Sustainability in a cultural and educational
organization

Objectives: To describe the growing and important role of Corporate Social Digital
Responsability and Sustainability in a cultural and educational organization. Its impact on
society

Maria Elvira San Millan Fernandez
@maesmf
@RSCDigital

it is open to everyone who is interested in Digital CSR and sustainability

Maria Elvira san Millan

No 21
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Youth event “The Web of Tomorrow is Yours!” in Stockholm

“The Web of Tomorrow is Yours! Youth Think Tank on Internet Governance” will be the next year's youth event prior
to EuroDIG in Stockholm, Sweden.
Last year the first youth event prior to EuroDIG was held in Belgrade, Serbia. This time we’re coming back with
another event in order to spice the conference up with youth perspective and energy.
The Web of Tomorrow is Yours will bring together 32 young people from 32 countries prior to the EuroDIG in
Stockholm in order to develop the field of internet governance bringing forward the opinion of young people from
different regions in Europe and its surrounding areas. The idea of the project arose from several previous events and
IGF-s where no youth voice was represented but where youth matters discussed.
The event aims to develop young people’s competences on internet governance issues, make the voice of young
people heard and provide them a chance to participate in IG debate. We have divided the topic into more concrete
sub-topics that the training will focus on regarding the wide field of IG:

1. Democracy in today’s information society: digital literacy, participation, empowerment, inclusion, freedom of

access, digital rights, privacy and data protection;

2. Web 3.0 — the web of tomorrow is ours: future web, its policy, sociology and technology.

The event will be held June 11™ — 16" and organized by YEU, JEF, SAJV, EYP and AEGEE with the support from
YFJ and CoE. The project is funded by the European Youth Foundation.

More information about the project and its developments coming soon on http://newmediasummerschool.eu/ !
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llias Siddiqui
World Youth Bank - South & South East Asian Coordination Office / Media & Press Section
House # 12 - Ground Floor, Road # 20/B
Sector # 4, Uttara Model Town
Dhaka - 1230, Bangladesh
No 23

europ. / intern. organsiation

Internet Governance for a Good Relationship between East - West for Future Age

Ties Development in East West Policy through Net

We wanted to be be start up an inter-regional stand to upgrade internet - much more faster links
through cooperation from Euro-Asian Hi-Speed Systems

EuroDIG Members

EuroDIG Members
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Dear Sandra and Lee

Ana Olmos gave me your contact.

Let me introduce myself my name is Yolanda Rueda and am the President

of Cibervoluntarios Foundation www.cibervoluntarios.org a honprofit organization whose vision is to eliminate social
gaps through the use of technological tools.

| send you a brief dossier

I'm contacting you because we are interested in participating in next EuroDIG organizing a workshop in
Stockholm where we can bring people at international level who are examples
of social innovation through technology. We are used to organize events in this line, for example, see www.e-stas.org
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governmental organisation

Privacy and data protection for the broad theme, with the need for a specific focus in order to
allow meaningfull discussions

Mobility of personal Data and mobile internet : where is privacy standing ?

the workshop will aim at exposing the latest challenges to privacy and data protection in the
mobile online environment (including the explosion in number and types of applications,
increasing use of social media, geolocation, etc. ) and identify possible actions by the various
stakeholders concerned. Discussions should lead to a consensus on the issues at stake, as
well as on possible options for action.

Sophie Kwasny / Council of Europe

Pat Walshe (Director of Privacy - GSMA)
David Torngren (Ministry of Justice - Sweden)
... (national DPA)

... (civil society representative)
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Dear mr. Ludwig,

This email is a request to consider the Dutch National Rapporteur as a speaker

during any forthcoming EuroDIG meeting. The speech would e.g. stress the importance of her function and highlight
some of her findings and recommendations on how internet governance and preventing and fighting online child
sexual abuse in the 21st century are interrelated. Already, the Dutch government, ECP-EPN (IGF-NL) and Bits of
Freedom (member of EDRI) were very positive about this particular topic.

Background

The National Rapporteur on Trafficking in Human Beings — Mrs. Corinne Dettmeijer-Vermeulen — was appointed by
the Minister of Justice as the first rapporteur on child pornography in October 2009. On October 12 2011, the National
Rapporteur presented her First Report on Child Pornography to the Minister of Security and Justice and the State
Secretary of Public Health, Welfare and Sport. Immediately afterwards, the Minister stated he would adopt the main
recommendation of the Rapporteur: to form an integrated approach to protect children against all forms of sexual
violence of which (independent) monitoring is an essential element.

Independent monitoring mechanisms are vital for a democratic society as they critically review all governmental
responses to child sexual abuse. The fact that the Rapporteur has an independent position is crucial in this respect; it
forms the basis for an objective and non biased view on the developments and the pro’s and the con’s of the Dutch
counter-trafficking and sexual abuse policies and practices. Her reports (and the fact that they are issued regularly),
therefore function as an impetus both to the government and to Parliament to perform their respective tasks of
fighting sexual abuse of children and monitoring the effectiveness of that fight.

http://english.bnrm.nl/about/news/archief/First-report-on-child-pornography.aspx?cp=64&cs=16855

If you have any question or remarks, please contact me. | thank you for reading this email.
Kind regards,

Erik van de Sandt, Researcher

Nationaal Rapporteur Mensenhandel

Office of the Dutch Rapporteur on Trafficking in Human Beings | Postal box 20301 (TN 4C04)| 2500 EH The Hague |
Address: Terminal Noord, Schedelsdoekshaven 131, The Hague
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Inga Grundén, Hakan Selg
SeniorNet Sweden,
Uppsala University, Dept. of Information Technology
No 27

civil society
Old and Out in the Cold — a pan-European issue for 2012
Even in Sweden, an estimated 1,5 million Swedes are not using the Internet. Of these, a

disproportionate amount is elderly, thereby restricting their active and independent participation
in civil society.

Both the public and private sector are increasingly demanding that end-users do their work for
them by using the Internet for all communications, for example government agencies, the
health-care providers and banks. This leaves many elderly non-users out in the cold.

Needed: A pan-European helicopter-view of how to include all elderly, not yet online, into the
Internet community, encompassing practical solutions to:

Accessibility — technical solutions and programmes to enhance end-user skills.

Affordability — cost of access, equipment and computer literacy that inhibits cost-effective
solutions only available on the Internet.

Vulnerability — possibility of illicit use and dissemination of sensitive private data and loss of
personal integrity due to insufficient security measures.

From an Internet governance viewpoint and in accordance with EY2012: Come and join us to
promote active ageing and create a society for all ages!
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Par Lannero

Metamatrix AB
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business sector

Towards accessible online Terms & Conditions

Almost nobody reads Terms of Service agreements online, but to take advantage of the internet
one must accept them. So approximately 99% of internet users lie and say they have read the
agreements. The 1% actually reading are wasting time on often complex, poorly written
agreements protecting the service provider but not the user. Arguably even worse: Those
neither reading nor lying cannot take part of inline services.

The CommonTerms project is working on a solution. We are developing an accessible preview
format for online Terms and Conditions. To make this format fit for international standardization,
we need input from users, legislators and service providers from many countries. In this
workshop, we will present ours and a few related projects and ask for participant feedback, and
for names to contact for further cooperation across Europe.

CommonTerms project -
coordinated by Metamatrix AB, sponsored by The Internet Infrastructure Foundation .SE

Mathias Klang, CreativeCommons
Daniel Westman, Stockholm University
Kristina Alexanderson, The Internet Infrastructure Foundation

We have many contacts with related projects in the US, but so far none in Europe... Will add
european names to the list if possible.
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Stuart Hamilton

This submission is sent on behalf of the International Federation of Library Associations and
Institutions (IFLA), Electronic Information for Libraries (EIFL) and the Swedish Library
Association. The submission is sent with the support of the Internet Society (ISOC).

No 29

civil society

The role of libraries and other public access intermediaries in implementing digital/e-inclusion
policies.

Digital Inclusion and Public Access: What Policymakers want and how Libraries can Deliver.

This workshop will take the form of a dialogue between policymakers, technology companies,
funding bodies, representatives of the European and international library communities, access
intermediaries, and library users on the subject of digital inclusion. Taking as its starting point
recent research which shows that in many countries libraries still remain largely overlooked as
community development partners, despite idealistic support for their activities from
policymakers and communities, the workshop will explore the case for future investment and
support of public library services (such as an ongoing large-scale digital inclusion project being
carried out in Sweden’s public libraries) to ensure sure that libraries meet existing community
needs today and can continue to work to meet the changing needs of communities in the future.
By creating a forum for policymakers to explain what they need from libraries in order to meet
their development goals, and by highlighting existing innovative digital inclusion projects across
Europe and beyond that involve stakeholders from all sectors, the workshop will explore the
way public libraries can be utilised to deliver policies relating to online inclusion, including
increased access to technology and the skills needed to find and post crucial information online.

Stuart Hamilton, Director of Policy and Advocacy, IFLA
Monika Elbert, Senior Policy Advisor, EIFL

Inga Lundén, Director, Stockholm Public Library and President of the Swedish Library
Association

Christine Runnegar, Senior Policy Advisor, ISOC

The workshop would involve people from the following areas, with exact speakers to be
confirmed:

Swedish Government Representatives e.g.s:
 Minister of ICT Anna-Karin Hatt

« Mayor of Stockholm Sten Nordin

* Vice Mayor of Culture Madeleine Sjostedt

Library e-inclusion project representatives, from libraries and governments e.g.s
* Monika Elbert, Senior Policy Advisor, EIFL

e Sweden

* Bulgaria

e Lithuania —Emilija Banionyte

¢ Finland

Private Sector
e Sony Ericson representative

European Commission
¢ lvo Volman, DG Information Society
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Swedish Post and Telecom Agency
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governmental organisation

Workshop "Secure and safe Internet”

"Can | trust the services working appropriate without leakages ?”

Elaborate and share experiences and views on

"Secure for who? ”

"How to deal with filtering and blocking of content ?”

Different stakeholders sharing views in balancing securing the internet vs prevention of privacy.
What measures have been taking to promote trust and confidence, like the right to be forgotten.

Discussion on how Internet policy guidelines, adopted the last two years, could be further
developed towards transparency on QoS

Idea: A dozen people prepared to give short and precise statements on a few questions in order
to sharpen and stimulate the debate and lessons learned.

Thd

Thd
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Swedish Institute of Assistive Technology

No 31

governmental organisation

Transparent internet access and network neutrality

The need for transparent internet access and network neutrality in society

The workshop will present and work with a set of different case studies from: civil society, state,
and business/market on the topic transparent internet access and network neutrality. The three
cases will be presented from representatives from the different stakeholders. Business models
from the different case studies will be worked with and generated in the workshop. Intersections
will be discussed. Based on the results in the workshop, the workshop will address questions
like: What are the needs? What are the relationships between the stakeholders? What
information has to be disclosed to able customer choice? How will they have easy access to the
information in a clear and simple way? How should it be verified? Is regulation needed? If
regulation is needed — how should it be done?

Swedish Institute of Assistive Technology (SIAT). SIAT is working with several programs on the
behalf of the Swedish government and EU-projects with users, social society, governments,
and market/business. The use of ICT is often a central component. National issues, policies,
regulation, and business is European. SIAT is including the relevant stakeholders from ongoing
programs and projects in the workshop relevant to the issue about transparent internet access
and network neutrality in society.

Civil Society: Osterreichisches Rotes Kreuz; Sonotel, and Swedish National Pensioners’
Organisation PRO.

State: City of Vaxjo, The municipality of Zaragoza, The municipality of Madrid, The municipality
of Kosice, City of Boras, City of Lulea, The Ministry of Economic Affairs, Agriculture &
Innovation Netherlands, The Swedish Ministry of Health and Social Affairs, The Swedish
Ministry of Industry, and BEREC (Body of European Regulators).

Business/market: Telenor, Koninklijke KPN, Deutsche Telekom, Wexnet, Telefonica, Verklizan,
Bosch, Ericsson, Philips, NEAT Electronics, Skype, Voddler, Google and BBC.
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World Youth Bank - South & South East Asian Coordination Office

No 32

europ. / intern. organsiation

Internet Governance in Asia and the Pacific region as well as communicating with all of
delegates those who are going to be attending there to make more links development and
bilateral co-operation for future days

Hi-Speed Broadband Internet for Asia and the Pacific.
We like to started up the systems to develop more activation of hi-speed broadband for who

region in co-operation with the Euro - American organization and companies those who will be
in the discussion.

Attending Groups

01. Mr. llias Siddiqui
02. Shahed Ahmed
03. Jahed Ahmed

llias Siddiqui
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Which issues /
themes do you
suggest to discuss
during the plenary

session?

Title of the : - : ' : '

workshop: Article 15 Budapest Convention on Cybercrime - Protecting you and your rights in cyberspace

Concise The workshop will continue the discussion on the need for efficient cybercrime investigations

description: and the positive obligation of governments to protect people against crime on the one hand,
and the requirement to follow human rights and rule of law principles (as stipulated in Article 15
of the Budpest Convention) on the other.
http://www.coe.int/t/DGHL/cooperation/economiccrime/cybercrime/Documents/Reports-
Presentations/Octopus2011/2467 SafequardsRep v16 8novll.pdf
http://www.echr.coe.int/NR/rdonlyres/E3B11782-7E42-418B-AC04-
A29BEDCO0400F/0/RAPPORT RECHERCHE Internet Freedom Expression EN.pdf

Name of the

organizer(s) of the

workshop and

their affiliation to Alexander Seger, Council of Europe
various

stakeholder

groups:

Names and
affiliations of the
panellists you are
planning to invite:

thc
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Ewa Thorslund

Swedish IT and Telecom Industries

No 34

others

Children online support by social services workers - new challenges in responsibilities and
privacy

Children online support by social services workers - new challenges in responsibilities and
privacy

The Swedish network Surfa Lugnt (http://surfalugnt.se/om-surfa-lugnt/) - which is a co-operation
between trade and industry, authorities and a number of children’s rights organizations - is
aiming to raise the level of knowledge among adults (parents, teachers, professionals within
social services and police force etc) on children’s on-line daily life.

One initiative is the, and by the Swedish government financed, project to guideline
professionals within social services on a national level on how to communicate with children
and young people via social media. Beside the importance of understanding the new way of
communicating and relating to each other within a digital context, it is also critical to handle
legal aspects, and duties related to the specific work situation. That can include for instance the
obligation to report on incidents, how to relate to the personal integrity (both as a professional
and concerning the child itself) and privacy related issues.

The objective of this workshop is to share experiences and practices from this project as well as
other European practices on this matter.

a. The identification of the structure and content of the education.
b. The production of the content based on a digital platform.

Our ambition during, and after the workshop, is also to have transparent discussion with
representatives from other countries present at the EuroDIG to exchange ideas and
experiences within this area.

The pilot study is conducted by Surfa Lugnt in co-operation with relevant expertise from the city
of Stockholm and Karlskrona. Another experiences partner in this project is the Blekinge
Institute of Technology (http://www.bth.se/eng) that has a substantial experience in ICT related
education (concerning both content and distribution), and other related studies.

As a complement/in addition to the presentation of the results of the pilot study, we suggest a
panel discussion on why this initiative is relevant - and of utter importance - right now and in the
future.

Ewa Thorslund, vice president of Surfa Lugnt and public affairs expert at the Swedish IT and
Telecom Industries (http://www.itotelekomforetagen.se/web/About _us.aspx)

Maria Larsson, Minister for Children and the Elderly, Ministry of Health and Social Affairs
Kristina Axén-Olin, president of Surfa Lugnt and former mayor of Stockholm

Henric Johnson, Deputy Vice-Chancellor; Blekinge Institute of Technology

Johanna Lofvenius, Project Manager, Social development unit, City of Stockholm

We also have the ambition to invite delegates from the Nordic Youth IGF (that is planned to
take place on June the 12th and 13 th in Stockholm) to get their view and perspectives on the
results from the pilot study.
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Digital content versus national law

ISOC-SE (Sweden Chapter)

No 35

civil society

Filtering of digital content, cross border electronic communication and the notion of a universal
European framework for digital content management

Filtering of digital content, cross border electronic communication and the notion of a universal
European framework for digital content management

Todays'’ Internet traffic is distributed across nation state borders ad hoc, i.e. without
predictability in specific exchange-points for internet, and thus without predictability in route. A
simple message can go via one country one day, and via a very different route the other day.

This horizontal and ad hoc distribution of electronic communication is a challenge to nation
states’ ambitions to govern content of the Internet, and is especially in clash with national
legislation. Even if Internet traffic is intended for local or national use (i.e. both sender and
reciever of Internet traffic is within a country), traffic may become routed out of the country, and
thus under interest from a foreign states ‘wire tapping’ or other national laws.

During fall 2011 we've seen national initiatives for such national governance from distance, e.g.
US senate initiative Stop Online Piracy Act (SOPA). We've seen how a court order from US soill
has been used to take down web pages in Spain, etc.

During 2011, we've also seen an explicit strategy by digital content owners to use Internet
intermediaries (Internet Service Providers, ISP) to hunt down digital piracy. This idea to control
digital content by Internet providers

Initiatives founded in the US origins from the possibility to filter or block IP-addresses or
domain-names to websites with unwanted digital content. However, such initiatives have
profound collateral damage.

The most general and also principal collateral damage of such rule of law is the
disproportionality between individual integrity on the one hand, and the urge to control digital
content on the other hand. It can be argued that by making Internet Service providers listen in
to e-mails and other forms of digital content, is the basic foundation for totalitarian societies,
and absence of Human Rights such as freedom of expression and frredom of information.

A second principally based issue is the challenge of rule under national law, distributed by the
horizontally distributed Internet traffic. What countrys’ law is to govern randomly dispersed
Internet Traffic? The seizure of former site Roijadirect.com by US agencies is one illustration of
such a challenge.

This seminar aims to discuss such legal systems, and their natural boundaries, and how they
interact with the technical infrastructure. How can such collateral damage from the conflict
between national legislation and technical traffic allocation be avoided? How can this conflict of
interests be handled within the notion of a single European market?

Ulrich Wisser, ISOC-SE
Staffan Jonson, ISOC-SE and ccTLD .SE

TBD
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Follow up to Stockholm Forum, SIFF 12

ISOC-SE (Sweden Chapter)
ccTLD .SE
Swedish ministry for foreign affairs
No 36

others

Internet & Human rights
Internet for development
etc.

Stockholm Forum on Internet Freedom for Global Development
The seminar will give a following up and reporting back from the Stockholm Forum on Internet

Freedom for Global Development, SIFF12.se, taking place in Stockholm, Sweden April 18-19
2012.

Staffan Jonson, ccTLD .SE and ISOC-SE
Johan Hallenborg, Ministry of Foreign Affairs, Sweden

TBD
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But Klaasen

Ministry of Security and Justice in the Netherlands

No 37

governmental organisation

To deal with terrorism and extremism in the virtual world, traditional law enforcement
approaches are not always effective. In addition to regulatory approaches, public-private
partnerships can cause a breakthrough in deadlocked talks between government and industry.
The internet is in most countries predominantly privately owned, while industry has much more
knowledge and capacity to keep the Internet ‘clean’. Solutions to this problem can be found in
direct cooperation between Member States and the Internet industry.

To contribute to the prevention of the misuse of the Internet for terrorist purposes, a
non-legislative approach should be developed. This should lead to a type of non legislative
‘framework’ that consists of general principles and best practices. The EU-funded Clean IT
project organises a series of workshops which will deliver a interim result on a conference on
june 5th in Berlin. For organisational and budgetary reasons this is an invitation-only conference
with a limited number of participants. We think the EURODIG conference is the perfect
opportunity to discuss the interim results with all interested stakeholders in a fully transparent
envorinment.

Clean IT: How the use of the Internet by terrorist can be limited in public-private partnerships

See www.cleanITproject.eu for more details and the working document which is published on
the documents page. It is a future version of this document that will be the background for the
workshop. The workshop will consist of three "5 minutes elevator pitch" comments from
different stakeholders, and 30 minutes discussion with the audience.

The Clean IT projectteam will organise the workshop.

The three pannellist will have their background and interests from respectively:
- freedom of the internet

- Social Media / Internet industry

- Law enforcement
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Anders Rafting

Swedish Post and Telecom Authority

No 38

governmental organisation

Reachability for all to content when IPv6 is deployed world wide

Reachability to content when IPv6 is deployed world wide as one Incentive for IPv6 deployment
in Europe

More than 70 percent of the world”s potential internet users lack connection to the Internet. The
mass of new Internet users in the nearest future, will cause a need for hundreds of millions IP
addresses. As IPv4 very soon is no longer available and at the same time IPv6 is obtainable in
abundance, each individual can get a unique public IPv6 address. However it's not feasible to
have an IPv6-only connection today unless the IPv4-accessible content of today also become
available via IPv6.

Users in the developed countries have since long got plenty of IP addresses and Internet
connection via IPv4. The scarcity of IPv4 addresses hasn’t had any noticeable impact so far in
these regions, leading to weak incentives to deploy IPv6. Because of this it is important that we
all try to convince providers of content and services in the developed regions, that it’s important
for them to show solidarity with the developing world and learn also “to speak IPv6” in parallel to
existing IPv4 connection via so called dual stack technology. Otherwise, to obtain content that
is available only via IPv4, operators will have to provide new IPv6-connected users with carrier
grade NATSs for translation between IPv6 and IPv4. That scenario will lead to limited
functionality for certain applications, communication latency, inferior end-to-end security and
creation of single points of failure.

Indeed these same providers of content, services or e-commerce for example companies
dealing with e-commerce, insurance or banking, would benefit from asking themselves if they
want to be able to communicate with the whole of internet and ensuing potential new
customers. No doubt the answer is going to be positive. Eventually, when all content in the
future is accessible also via IPv6, IPv4 technology can be phased out which would be beneficial
to all stakeholders.

Swedish Post and Telecom Authority

Kurt Erik Lindquist (Netnod), Patrik Faltstrom (Netnod), Jérgen Eriksson (.SE) + repr. from
Ministry of Foreign Affairs on Freedom on the Internet
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Lara Pace

COMNET Foundation for ICT Development, Commonwealth Internet Governance Forum
Secretariat.

No 39

europ. / intern. organsiation

Commonwealth Cybercrime Initiative - Initiative led by the Commonwealth to help developing
countries achieve the necessary capacity to address Cybercrime.



Name:

Organisation /
Affiliation:

Number in the
list

Group:

Which issues /
themes do you
suggest to discuss
during the plenary
session?

Nick Thorne

Former UK Ambassador, now independent consultant on internet Governance issues.

No 40
europ. / intern. organsiation

Given various international / UN meetings due at end 2012 your meeting will be an excellent
occasion to take stock of where the Internet Community stands in tackling renewed threats to
liberal governance policies which have continued post WSIS.

| suggest you might focus on the need to alert all stakeholders to the risks.
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Dr. Tatiana Tropina

researcher, Max-Planck Institute for Foreign and International Criminal Law, Freiburg, Germany

No 41

academia

Public-Private Cooperation against Cybercrime:
Best Practices and a Way Forward

The overall development and innovation of the ICT sector has been, and is largely, dominated
and controlled by the private actors. Since the industry owns and operates infrastructure itself,
private players have a key role in the fight against cybercrime. While national governments
have the power to establish and enforce legal and regulatory frameworks, the private sector
understands the changing and converging nature of the ICT environment and has greater
adaptability to new technologies and services. With the growing number of users and services,
government cannot and should not be expected to fight cybercrime alone because it has no
resources to detect and stop every criminal infringement in cyberspace. Private actors have
more expertise and resources for the detection and suppression of criminal behaviour occurring
in cyberspace, and have the necessary knowledge to investigate cybercrime. The private
sector’s expertise and adaptability complement the resources and expertise of the government
to enforce regulation.

The ecosystem of fighting cybercrime, therefore, is becoming more multi-stakeholder and
multifaceted with every year. Innovation, development of the new services, emerging new
threats and growing interdependency of networks and services are bringing more private
stakeholders into the area of fighting cybercrime. The participation of private industry nowadays
goes beyond the initiatives of fighting online child abuse and blocking other types of illegal
content. ISPs and other intermediaries are getting involved in the range of efforts to prevent,
detect and fight cybercrime, from botnet mitigation to data protection.

The focus of the proposed workshop is an interactive sharing of knowledge and best practices
in public—private co-operation in fighting cybercrime.

Workshop objectives:

« Define and discuss the areas where industry and intermediaries have already become critical
points for tackling cybercrime, such as child protection online, botnet mitigation, security
threats, consumer protection, privacy, fraud detection, complaints handling, etc. (form:
interactive discussions).

 Define and assess existing forms of collaboration between governments and industries on the
national and international level, such as national public—private cybercrime platforms, existing
public—private partnerships on tackling particular problems, industry codes of conduct, etc.
(form: short presentations and interventions followed by interactive discussions; government
and industry representatives can share experience from their respective countries).

« Identify the issues that can potentially be included in the future initiatives to involve private
industry in self- and co-regulation (form: short presentation and interventions; interactive
discussions).

« Identify and discuss current and potential problems of public—private collaboration, such as:
effectiveness; enforcement of self-regulation; cost-effective solutions; protection of the interests
of private parties. Share the practices on finding solutions (form: interactive discussions and
interventions).

Dr. Tatiana Tropina, researcher, Max-Planck Institute for Foreign and International Criminal
Law, Freiburg, Germany

Nicolas von zur Mihlen, researcher, Max-Planck Institute for Foreign and International Criminal
Law, Freiburg, Germany

Suggestions for panellists:

To reflect the multifaceted nature of public—private initiatives and to share practices in different
fields of self- and co-regulation, panellists may be invited who represent, firstly, different types
of private actors: global service provider, national ISP, e-commerce (or e-commerce payment
system); and, secondly, panellists from national government, international organisation and
existing public—private project against cybercrime.



Proposal for panellists:

* Representative from an international organisation (expert in public—private initiatives in the
area of fighting cybercrime)

* Representative from the national government involved in the public—private co-operation (e.g.
Dutch Cybercrime Platform)

« Representative from the national public—private initiative project (e.g. Botfrei botnet mitigation
initiative in Germany)

« 1st Representative from the industry (ISP)

» 2nd Representative from the industry (global service provider or social network provider)

« 3rd representative from the industry (e-commerce or e-commerce payment system).

The workshop can be facilitated by two co-moderators: one from private industry and one from
academia or an international organisation.
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Anthony D'Arcy

Head of Stakeholder Engagement, Sustainability, Nokia Siemens Networks

No 42

business sector

Striking the balance between respect for human rights and the authorities’ requirements across
the Telecomms Industry — An industry dialogue for best practices

The workshop will look at what the Ruggie Principle of Respect for Human Rights means to the
Telecomms Industry in terms of Freedom of expression and privacy and

the role of ICT. It will also introduce the initial work of a small number of ICT/Telecomms
operators and equipment vendors entitled the Human Rights Industry Dialogue.

The session will discuss the challenges, practical steps regarding due diligence processes &
implementation of Human Rights policy, as well as current best practices in Telecomms to
ensure respect for

Human Rights.

Aim: to engender a broader debate on these issues and gather leading thoughts across
stakeholder groups.

Nokia Siemens Networks, Telecomms equipment vendor and one of the founding members of
the Human Rights Industry Dialogue.

Specific company and individual names can be provided later: Human Rights experts from both
major European/Global Telecomms operators & infrastructure/equipment vendors

Key Human Rights activists from NGOs

Where appropriate govt or EU representatives
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Anders Johanson

Swedish Post and telecom agency

governmental organisation

Digital agendas in Europe

- Challenges at european and national levels in internet governance
- Lessons learned

- Moving ahead

( Ministers debate, led by a professional moderator )

Complemented by a workshop on women in internet governance

No 43
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Johan Myrberger / Thomas Edwall

SAIL (www.sail-project.eu) — Scalable and Adaptive Internet Solutions — an EU funded research
project within FP7 with 25 partners (operators, vendors and universities/academia).
Mr. Myrberger and Mr. Edwall works at Ericsson.

No 44

europ. / intern. organsiation

What requirements and changes might be needed for Internet governance and regulation, when
new technologies emerges and starts to replace the current backbone.

Note: a related workshop is proposed. In a plenary session the area as such can be brought up,
and the workshop would be a more deep discussion.

Is there a need for new Internet governance models when new technology enters the
backbone? A look at a use case scenario implemented today and tomorrow.

Given that Internet is based on 40+ years old technology — what changes in Internet
Governance might be needed as new concepts and technology get introduced?

A use case scenario will be discussed in light of today’s backbone technology, and the same
scenario implemented with new concepts such as ICN (Information Centric Networking) and
Cloud Networking (the network as a cloud resource). The key differences will be highlighted
and discussed from a governance and regulatory viewpoint.

SAIL (www.sail-project.eu) — Scalable and Adaptive Internet Solutions — an EU funded research
project within FP7 with 25 partners (operators, vendors and universities/academia).
Mr. Myrberger and Mr. Edwall works at Ericsson.

The topic will be presented by SAIL (Myrberger/Edwall). The audience will be invited to
interactively discuss the scenario, and provide viewpoints.

The interaction is planned to, at a large extent, be done “online” with the audience providing
comments and answering questions related to the scenario using popular online channels (eg
Facebook and Twitter) as well as through online polls. The results will be displayed in (near)
real time.
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Jane Muriuki

Network For Non Formal Educational Institutions (NNFEI)

No 45

academia

Promoting Access to basic education for all through Technolgy

Education for all through Technology

Use of Video Conferencing,mobile learning and E-Learning to promote access to secondary
education in Kenya

Network for Non Formal Educational Institutions.Affiliated to UNESCO

Jane Muriuki (NNFEI)
Geoffry Muriuki (NNFEI)
Christopher Wawire (NNFEI)
Andrea Baccaria (UNESCO)



Name:

Organisation /
Affiliation:

Number in the
list

Group:

Which issues /
themes do you
suggest to discuss
during the plenary
session?

Title of the
workshop:

Concise
description:

David Miles

Director, Europe, Middle East & Africa
Family Online Safety Institute

No 46
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Digital Citizenship

Digital Citizenship - How do we prepare the next million internet users for a safe and productive
internet experience?

The United Nation's International Telecommunications Union (ITU) reported that the number of
internet users hit 2.08 billion at the end of 2010. While that number may seem impressive, it still
only represents less than 1/3 of the world's population.

But even that is going to change.

As deployment of traditional fixed broadband continues in new areas, more and more people
will have access at their home and or place of work. Nearly one billion people subscribe to a
mobile broadband package via their smartphones and the advent of ICANN's new gTLD
program and the internationalized domain names, where those who communicate in non-Latin
scripts will be able to use those scripts to navigate the web, will lead to a new generation of
users. Even before we hit the 2 billion user mark, many were already talking about the next
billion users.

As the next billion users come on line, what must we do to prepare them for a safe and
productive internet experience?

Digital Citizenship efforts offer a roadmap to help internet users to learn how to use technology
in a safer and more appropriate manner. As billions of people interact using various
technologies, this had led to a digital society complete with ecommerce, education,
employment, and entertainment opportunities. Social networking has led to a new and
completely different way of interacting with friends, family and even complete strangers. User
generated content is feeding websites with news, reviews and perspectives that were often
limited in the offline world.

But when people use technology in ways that run counter to what is generally accepted
behavior, how should others react? How do you prepare users, especially the next billion
internet users, for a world where 98% of email is spam, phishing and pharming efforts are
becoming more sophisticated, and cyberbullying is growing far too quickly? How do you warn
consumers about the growing security threats on mobile devices as we see an increase in
attacks focused on consumers using their smartphones for mobile payments and online
banking? How do you give these people the knowledge and the tools to know what is safe and
what is not in a cyberworld that changes every single day?

Our workshop will be divided into two panels:

The first panel will focus on the challenges to implementing a digital citizenship effort. Speakers
will outline what they see as some of the challenges to Digital Citizenship efforts, including
finding ways to educate youth outside of a traditional education curriculum, challenges of
educating seniors, and finding resources to run such programs where all of the emphasis
seems to be focused on deployment of and access to broadband infrastructure.

The second panel will share success stories from existing digital citizenship effort and explore
how these experiences can be used by organizations. The panel will be comprised of people
who are on the front lines of educating users about how to use new technologies safely and
effectively. We will encourage workshop attendees to think of their own particular communities
and ask specific questions as to how they can take the lessons learned and apply them. This
portion of the workshop is geared towards turning discussion to actions.

We anticipate 2-4 speakers for each panel, a moderator for each panel as well as a moderator
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for remote participants. We intend to limit each speaker to no more than 8 minutes with the
balance of the time for each panel reserved for Q&A. Key contact information for each panelist
will be made available for individual one on one follow up and workshop organizers will provide
resource materials that can be hosted on the EuroDIG website and can be used as a
clearinghouse of material on this subject.

David Miles, Family Online Safety Institute
Kim Sanchez, Director of Privacy and Safety, Trustworthy Computing Group, Microsoft

David Miles, Family Online Safety Institute*

John Carr, European NGO Alliance for Child Safety Online*
Kim Sanchez, Microsoft*

Representative from Childnet International

Maria Jose Cantarino De Frias, Telefénica Group
Representative from Swedish Government

Representative from EU Safer Internet Forum
Representative from Telecentre-Europe

others TBD

* confirmed speakers pending approval of workshop.
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Rudiger Dossow

Council of Europe Parliamentary Assembly

No 47

europ. / intern. organsiation

User protection and internet security.

Data protection and privacy protection.

Fight against child pornography.

Cyber terrorism and other large-scale attacks on or through computer networks.
Improving user protection and security in cyberspace

Discussion of technical, self-regulatory and legal measures to reduce risks and ensure good
services for internet users.

Council of Europe Parliamentary Assembly in co-operation with national parliaments and/or the
European Parliament (tbc)

(As far as possible by remote participation.)

Parliamentarians, internet industry, user protection NGOs, experts (tbc)
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William J. Drake

Media Change and Innovation Division, Institute of Mass Communication and Media Research,
University of Zurich

No 48

academia

Enhanced Cooperation: European Perspectives on Alternative Models of Global Public
Policymaking

Either one of these (both are worth doing):
The New gTLD Program: Controversies, Prospects, and Impacts

(extra)Territoriality and Jurisdiction in Global Internet Governance

The new gTLD workshop would cover the obvious ground, updating since last year's workshop
on the same. Ideally, it would also delve deeper into the points of contention, as well as some
less obvious aspects that have yet to receive much attention, e.g. identifying the "global public
interest” when balancing competing objectives, and the potential impacts of globalization and
the world economy, civil liberties, cultural diversity, etc.

The (extra)Territoriality and Jurisdiction workshop would look at the class of problems arising
from 1) the physical location of the world's critical Internet resources and related assets within
particular territorial spaces; 2) the growing propensity of governments (or parts thereof) and
influential stakeholders to seek to leverage legal jurisdiction over those resources and assets in
pursuit of their perceived self-interests; 3) the international political and legal conflicts that
ensue from extraterritorial claims; and 4) the conceptual and operational difficulties of defending
globally located users/citizens in such cases.

William J. Drake, U. of Zurich, and anyone who'd like to work with me on one of these.

I've been involved in numerous civil society coalitions for many years, and am currently an
elected representative to the GNSO Council and the EURALO board. I'm also an ISOC
member, etc.

It depends on which workshop, if either, the planning team wants to do. | have not spoken to
anyone yet, but would imagine some of the following people (as well as other, less usual
suspects, TBD) could be interested in either topic:

Sébastien Bachollet, ICANN Board (FR)

Wolfgang Kleinwachter, University of Aarhus (DK/DE)
Desiree Miloshevic, Afilias (UK)

Erika Mann, ICANN Board (DE)

Theresa Swinehart, Verizon, (USA)

Olivier Crepin-Leblond, ALAC, ISOC England (UK)

Thomas Schneider, Swiss Federal Office for Communication (CH)
Elvana Thaci or Lee Hubbard, Council of Europe (FR)

Auvri Doria , consultant (USA)

Konstantinos Komaitis, University of Strathclyde (UK/Greece)
Patrik Faltstom, Cisco (SE)

Yrj6 Lansipuro, ISOC Finland (FI)

Anriette Esterhuysen, APC (SA)

Bertrand de la Chapelle, ICANN (FR)
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Veronica Cretu

"CMB" Training Center

No 49
business sector

Competencies needed to be developed today by the educational system in order to equip
citizens to face the rapidly growing and developing ICT, Internet sector: personal data, open
data, cloud computing, freedom of speech, validation of online content, TLDs, other issues ...
Influences/impact of Internet on learning and thinking patterns of people ...

Open Government Data - effectiveness of the Open Data for democratization processes in the
developing countries - the case of Moldova.

This workshop aims at sharing practical models/approaches and tools on how Civil society,
Governmental representatives, IT developers can contribute to solving community related
problems and bring citizens and Government closer to each other through Open Government
Data. Example of TechCamp Moldova 2011 can be shared and adapted for the purpose of this
workshop, along with sharing the recently launched portal on Open Data http://data.gov.md/en/
During the workshop several issues will be addressed among which:

* What are the challenges associated with Open Data?

* Who and how can access Open Data?

* How Open Data can influence changes in policy?

* Methodology for Open Data interpretation?

* Communities of practice on Open Data, example of the World Bank and the concept of CoP of
Moldova

« Others.

"CMB" Training Center, Moldova
Ministry of Information Technologies and Communications, Moldova
E-Government Center, Moldova

Facilitation: Veronica Cretu

Potential speakers/presenters:

- Dona Scola (Vice Minister,Ministry of Information Technologies and Communications,
Moldova

- World Bank representative (Moldova or Washington Office)

- E-Government Center, M(name to be decided later)oldova

- IT developers representatives, (name to be decided later)

- TechCamp initiative team representative from USA , (name to be decided later)
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Chris Buckridge

RIPE NCC

No 50

technical comunity

Bottom-up meets top-down policy development: how are we negotiating the gap between these
models and the policy-makers that work within them?
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Our organization, http://www.dfri.se/ can be categorized under the civil/civilian/citizen sector.

=>"Which issues / themes do you suggest to discuss during the plenary session?"
Key properties of a secured Internet routing infrastructure — achieving the right self-supporting incentives.

The session concerns the topic of securing the Internet routing infrastructure (BGP). This activity is carried out today
in Europe on one hand by the RIPE NCC through the development of software infrastructure for standards produced
by the "SIDR" (Secure Interdomain Routing) IETF WG, primarily in the form of resource certification - RPKI - and on
the other hand by ISPs implementing it in their networks.

Our position is that the routing security implemented on the Internet, cannot be allowed to fail, else we have done
ourselves a great disservice. It is of utmost importance to well understand the various ways routing security can fail.

The practical activities in Europe to secure the Internet routing have already started. We believe the consequences of
this are not well understood by all stakeholders.

We'd like to put focus on what ought to be key properties for a robust and reliable core Internet infrastructure, and how
this relates to various stakeholders. We'd then compare these with the current activities.

=>"Title of the workshop"
Key properties of secure Internet routing from an openness, robustness and reliability perspective.

=>"Concise description"

ISP:s today have, primarily due to the expected increased implicit threat of IP address hijacking due to the IPv4
address runout, an increasing incentive to deploy "BGP Security". It should be noted that extremely few malicious
hijackings have been observed, although the the topic also encompasses security against simple mistakes with big
consequences.

We want to invite the EuroDIG forum to become better aware of core Internet architecture principles, which we believe
have been essential in the success of the Internet, and are essential in the continued success of the Internet. We
would then like to show how these are affected by various models of securing the Internet routing infrastructure.

We want to show how some properties in the current Internet resource addressing system as implemented by the
RIRs today have far reaching consequences on the robustness and resilience of an Internet with routing security.

We want to show how varying these and other key properties affect the solution space for the security model of the
Internet routing infrastructure.

We will for example tap into state of the art SSL trust research (the Certificate Authority debacle) to show that trust
issues are just as pervasive in internet routing security as they are on websites, only the consequences of trust failure
on the secured Internet routing infrastructure are extremely more serious, potentially devastating if the security model
is based solely on the 20-year old design of the current web security.

A single-root trust tree-hierarchy such as the DNS is vulnerable simply because every node in the tree has power over
its children. This property makes the system's management easy to scale up, and has also because of that
contributed to the success of the DNS. One downside of such a managed hierarchical system from an openess
perspective is however that it is very attractive for exploitation, so as to remove DNS entries from the Internet (USG
.com incidents, at the time of writing active USG legislative works).

Should the current security model of the Internet routing infrastructure be widely deployed, it is expected by many that
several of these vulnerabilities of the DNS system from the openess perspective can be transferred to and applied on
the Internet routing infrastructure. This is a very unwanted potential/expected consequence for many stakeholders.

=>"Name of the organizer(s) of the workshop and their affiliation to various stakeholder groups"
Martin Millinert, DFRI.se
Patrik Wallstrém, DFRI.se

=>"Names and affiliations of the panellists you are planning to invite"

Multi-stakeholderism, including civil society (free and open internet): We plan to invite representatives from:

the EC, the RIPE NCC, security researchers (including academia), industry: ISPs, perhaps IETF-representatives, law
enforcement representatives. Basically there are a lot of potential invitees, but we have not finalized them yet.

Martin Millnert
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December 28, 2011
By TaC-Together against Cybercrime

Workshop proposal: ICTs for the democratic participation of people with migrant background
in the public life at local level

Global description:
TaC would like to propose to continue the debate on ICTs use by people with migrant
background.

We propose to stimulate the European debate by associating different actors from civil society,
people with a migrant background and their representatives — from the private as well as from
the public sector. The following are the three most important workshop discussion lines:

- ICTs - i.e. experience, use, reflections on, potential development and use of - for a better
social integration of migrants at European level

- ICTs and legal aspects of their use

- ICTs for the promotion of the intercultural dialogue

By associating citizens (including migrants) and actors from different sectors in discussion on
the use of ICT in the policies concerning migrants’ integration (through the organization of
debates at a local level), migrants are given directly the opportunity to take part in the process
of building of common Europe. This open discussion contributes to the improvement of social
cohesion, allows interaction between different social groups, develops common European
citizenship and also raises citizens’ awareness of their responsibilities, turning them into active
participants of the European society democratic structure (informal learning of the active
citizenship approach).

Discussion could focus on three principal topics :

a |CTs use for the better social inclusion of migrants at European level (positive aspects of this
use, potential difficulties, existing experience, enhancement of active citizenship through ICTs,
ICTs for better professional integration of migrants, role of the public and private sectors, of the
civil society, etc.).

a ICTs and legal aspects of their use (to facilitate the introduction of the broader use of this tool
at local level, need for information on legal aspects including how to avoid to become
involuntary prey of cybercriminals and of their illegal actions online for the safer and positive use
of ICTs and Internet).

a |CTs to promote intercultural dialogue

Key persons:
- Minister of the local government of Malta or Head of the Cabinet
- Representative of the UDITE (European Federation of Local Government Chief Executives)
- Representative of the Congress of the Council of Europe
- Migrant Representative
- Representative of the eSPRINT project (European Platform on the use of ICT by people
- with migrant background)
- Representative of European Consumers Centre
- Private Sector Representative
- Academia Representative

No 52
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December 28, 2011
By TaC-Together against Cybercrime

Workshop proposal: Youth IGF - as a Voice of Youth and Teenagers in Information Society

Global description:
The ideais to discuss the format and the need of the Youth IGF, to gather different views
and to open the discussion.

The discussion it is also to:

- Discuss about the format and how to give the possibility to young people, and especially to

- those of them having fewer opportunities, to express themselves on the use of Internet and

- ICTsin general. It is very important that their voice will be heard and taken into consideration
- atInternational and European levels;

- -How to help young people to participate in the process of decision making (active

- citizenship) and develop their sense of responsibility;

- How to bridge the gap between national levels and European, International levels, by active
- involvement of young people;

Key persons:
- Representative of First French Youth and Teenagers IGF
- Representative of First Ukrainian Youth and Teenagers IGF
- Representative of UNESCO
- Representative of ITU
- Representative of the Council of Europe
- Representative of the Youth organisation
- Teenagers, participants of the First Youth and Teenagers Ukrainian and French IGF
- Representative of private sector
- Representative of local authorities

No 53
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Workshop Proposal: Freedom of Expression on the Internet
Name: Marcin de Kaminski & Pernilla Nasfors

Organisation / Affiliation: The Julia Group & Openhearted
Group: Others

Title of the workshop: Freedom of Expression on the Internet

Concise description: Sweden has been one of the leading nations regarding freedom of expression on the Internet
with its “FX Internet” project. Similar initiatives can be found within at least the Dutch, UK and US governments and in
December 2011 EC VP Ms Kroes presented her strategy called “No Disconnect”, targetting similar issues. The
Swedish FX Internet initiative has already been raised in UNHRC, which now will host a panel discussion during its
meeting in March 2012.

The last year the overall question about human rights and the Internet has been narrowed down into
specific target questions. The approaches are similar, but not identical. During a series of dedicated
meetings different aspects have been discussed.

Can these meetings be used to get a broader overall understanding about the issue of human rights

and the Internet? What do the different initiatives have in common, and what can they learn from each

other? How can this be transformed to sustainable operative measures? How do they include an Internet Governance
perspective, and how can this be used in a progressive way?

Name of the organizer(s) of the workshop and their affiliation to various stakeholder groups:

Marcin de Kaminski, The Julia Group — a non-profit organisation

Pernilla Nasfors, Openhearted — a private company

This workshop can with advantage be organised by (or in cooperation with) the Swedish MFA, who has this issue on
their table.

Names and affiliations of the panellists you are planning to invite:
Carl Bildt, Minister of Foreign Affairs, Sweden

Uri Rosenthal, Minister of Foreign Affairs, The Netherlands

Neelie Kroes, Vice President EU Commission

(or representatives for the staffs of above mentioned officials)

Contact person: Marcin de Kaminski
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Workshop Proposal: What EuroDIG is all about

Name: Marcin de Kaminski & Pernilla Nasfors
Organisation / Affiliation: The Julia Group & Openhearted
Group: Others

Title of the workshop: What EuroDIG is all about - a real multi stakeholder dialogue on Internet
Governance

Concise description: The Internet Governance project, of which the EuroDIG is a part, is supposed to be a multi
stakeholder procedure. At the same time the actual dialogue between the different stakeholder groups to put it mildly
sometimes can be somewhat strained. To reach real progress in the Internet Governance process real dialog is most
needed.

This is especially needed on topics where it seem hard to reach an overall consensus. Infected questions that would
benefit from a broader discussion could for instance be surveillance issues, legislatory issues and overall human
rights issues.

The aim of this workshop is to target the Civil Society and Enterprise stakeholder groups along with

Governments, but other can of course also be included, and to both highlight differences and emphasize similarities
within these groups. Each group can be assumed to host a certain set of norms, and we have identified the
discompatibility between these normsets as a major factor to the difficulties of having really forward-looking
discussions.

To do this we first of all want to invite representatives from different stakeholder groups to an openminded discussion
regarding Internet Governmental issues and topics, as suggested above. We also want to provide an arena for
discussion and debate using a suitable participatory facilitation style, such as Open Space Technology. This to make
sure that this workshop will not be a battlefield of different positions, but a real arena for dialogue and evolving.

Name of the organizer(s) of the workshop and their affiliation to various stakeholder groups:
Marcin de Kaminski, The Julia Group — a non-profit organisation
Pernilla Nasfors, Openhearted — a private company

Names and affiliations of the panellists you are planning to invite:

Meryem Marzouki, EDRI

Jeremie Zimmerman, La Quadrature du Net

Matthias Kettermann, The Institute of International Law and International Relations of the University of

Graz, Austria & The Internet Rights and Principles Coalition

UIf Pehrsson, Ericsson

Kathy Mulvany, Cisco

(as the workshop is meant to be a broad and open discussion more participants and/or observateurs can be included)

Contact person: Marcin de Kaminski
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Workshop Proposal: Lessons learned from net activism
Name: Marcin de Kaminski & Pernilla Nasfors
Organisation / Affiliation: The Julia Group & Openhearted
Group: Others

Title of the workshop: Lessons learned from net activism — Human rights activism related to Internet
Governance

Concise description: The events of 2011, including the so called Arabic Spring, have put net activism
and human rights in the scope. Disregarding the technical issues really vital policy issues have been
brought up. This includes issues like freedom of expression, freedom of information and basic human
rights.

What can be learned from these events? Can learnings from the Arabic Spring come in handy when it
comes to Internet Governance? How can the IG community use these learnings when reacting to urgent threats to
stability and robustness of the Internet founding structure?

To understand this there is a need to disseminate both the net activism founding values, along with the working
policies for more traditional NGO:s in the field of human rights and/or ICT(4D). This to find out the common
denominators and use them to broaden the understanding of effective human rights and development cooperation
organising related to the ICT community and Internet Governance at a whole.

Name of the organizer(s) of the workshop and their affiliation to various stakeholder groups:
Marcin de Kaminski, The Julia Group — a non-profit organisation
Pernilla Nasfors, Openhearted — a private company

Names and affiliations of the panellists you are planning to invite:
Christopher Kullenberg, Telecomix

Anriette Esterhuysen, APC

Hadi Al Khatib, Tactical Tech

Contact person: Marcin de Kaminski
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Workshop Proposal: Corporate Responsibility in Internet Governance
Name: Marcin de Kaminski & Pernilla Nasfors

Organisation / Affiliation: The Julia Group & Openhearted

Group: Others

Title of the workshop: Corporate Responsibility in Internet Governance

Concise description:

The role of corporate structures in Internet related issues have been widely discussed from a social
responsibility perspective during 2011. None the less in relation to the events during the so called Arabic spring,
where European and Western companies have been pointed out as important factors - both when it comes to the
struggle for freedom and democracy as well as surveillance and repression.

During autumn 2011 the Swedish MFA hosted a round table discussion regarding CSR issues,

primarily of the telecoms sector. At the meeting issues, challenges and difficulties regarding CSR in

different countries where discussed. This discussion should be deepened and targeted from an Internet Governance
perspective. Good cases are the Internet blackout disruptances that have been seen during recent protests in both
Egypt and Kazakhstan, as well as the use of surveillance technology in countries as Iran, Syria and Belarus.

How can corporate entities merge their own ethical policies with other sets of values? Is it possible to
harmonize and balance legislation to make sure that the same set of standards is being used to define
CSR in Europe as well as in countries undergoing democratic development?

Name of the organizer(s) of the workshop and their affiliation to various stakeholder groups:

Marcin de Kaminski, The Julia Group — a non-profit organisation

Pernilla Nasfors, Openhearted — a private company

This workshop can with advantage be organised by (or in cooperation with) the Swedish MFA, who has this issue on
their table.

Names and affiliations of the panellists you are planning to invite:

Ambassador Lisa Emelia Svensson, Swedish MFA

UIf Pehrsson, Ericsson

Kathy Mulvany, Cisco

Patrik Hiselius, Telia Sonera

B4D/CSR-Representative from Swedish International Development and cooperation Agency, Sida

Contact person: Marcin de Kaminski
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1) Cyber Security: Attack on Human Factor

One of the strongest methods of attack to cyber security is attack on human factor. This is based on human week
parts.

Here attacker manipulates people for divulging confidential information or performing actions. This is known as social
engineering.

The aim of the workshop is to discuss some classical types of social engineering pretexting, phishing, vishing, baiting,
etc.,

schemes of attacks that social engineers use, defending schemes and real life examples.

2) Cyber war: Political Motivations

Cyber Attacks are not something modern. Various kinds of cyber attacks are mentioned after cyber space formed and
started to function.

The attack types and forms increase as the internet increases its important role in daily political, social and economic
life.

Now in many cases cyber attacks have political motivation often including attacks on financial, military, energy and
other important sectors

(Typical examples are Estonia 2007, Georgia 2008, Iran 2010).

The aim of this workshop is to discuss contemporary issues of Cyber Security and their relation with political
motivations.

thank you for your attention. Please let me know if you need more information.
Dr. Artak Barseghyan

Engineering Academy of Armenia
Teryan 105, bld. 17, Yerevan 0009, Armenia
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Anders Johansson from Procadmin Communications

Proposal: Session about RFID logistic related project for a company (SSAB Group —A niche oriented carbon steel

company)

Needed functions

Lessons

Common function to identify loadcarriers for transport between Luled-Borlange-Oxeldsund for 430
railroad wagons,

Define storage positions for slabs on loadcarriers

New stockhandling system for slabyards in Borlange

New support for loading in Luled and Oxeldsundwith storage location on wagons

New communication between involved systems

learned

Evaluation of wagons taken into the slabyards is complex and much work had to be done with the
software.

Mounting of tags seems easy but many were destroyed due to much force used

Time to get things mounted was long , we were not allowed to take wagons out of traffic.

A what if document is written to cover any failure in parts och functions due to the need of high "uptime”,
we are not allowed to stop the trains or the hotstrip mill.

Next step with RFID

Loadcarriers for internal transport between buildings
RFID tags on loadcarriers and reader at the gates to detect in/fout going transports

(Excerpt from a presentation)
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dear eurodig coordinators -

i am writing to ask if you would be interested in a workshop being organised at the upcoming eurodig event in
stockholm on 14 june, to present the results of an important project currently under way, initiated by the global network
initiative (GNI), supported by microsoft, google, yahoo and a range of digital rights NGOs (website
http://globalnetworkinitiative.org/), and led by myself and dr ian brown of the oxford internet institute (Oll) of the
university of oxford. the project is on "understanding the dynamics among freedom of expression, privacy, national
security and law enforcement." drawing on recent events in the middle east and north africa:

"Dr Brown and Prof. Korff will develop guidance for Internet companies and governments, drawing heavily on the
international human rights framework that they have both extensively analysed. They will gather best practice from
across a diverse group of representatives from industry, government, civil society and law enforcement using
interviews and three workshops in North America, Europe and Asia. This will build on their recent related work for the
Council of Europe Commissioner for Human Rights on “Social Media and Human Rights”; on GNI's recent report on
"Protecting Human Rights in the Digital Age"; and on other relevant academic, government and NGO literature,
treaties, regulatory decisions and case law. This will include an analysis of the ongoing work on Internet freedom by
the US, Swedish and Dutch governments. It will specifically analyse the range of approaches taken by companies in
different jurisdictions and the challenges they face; implications for licensing and export of “dual use” technologies that
can support surveillance and monitoring in repressive regimes; policy options for protecting human rights within
national security policy; and specific guidance for companies in jurisdictions that face temporary suspensions of
fundamental rights in emergencies."

i attach the fuller project outline, as well as the agenda and background paper to a recent workshop on these themes,
held in london in december; a further similar event will take place in washington dc later this month; and a third in delhi
in march. we will write up our findings and recommendations in april and may.

the results will be launched in washington dc on 14 june, but we felt it might be a very good idea to also present them,
on the same day, at eurodig in stockholm, ie to have a simultaneous launch in the usa and in europe, to emphasise
the importance of the issues to societies on both sides of the atlantic.

please let me know if you, as eurodig coordinators, are in principle interested in this idea. if so, i will gladly discuss the
details further. GNI would take charge of the practical arrangements; i would lead the event.

y-

douwe korff

Douwe Korff

Professor of International Law

London Metropolitan University

Faculty of Law, Governance & International Relations
Calcutta House

Old Castle Street

London E1 7NT

United Kingdom
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Name: Rui Gomes
Organisation: Council of Europe, Youth Department

Issues/themes to present during plenary session:

Hate speech on-line and the role on on-line campaigns against hate speech (and for
human rights)

Title of the workshop:
Youth taking action against hate speech in cyberspace

Concise description:

Presenting and discussing principles and experiences of on-line campaigning against
hate speech on-line; identifying potential partners and principles of action for an on-line
campaign against hate speech on the basis of a youth campaign currently under
preparation by the Youth Department of the Council of Europe.

Name of the organiser(s) of the workshop and their affiliation to various stakeholder groups:

Council of Europe, Youth Department, in close partnership with youth organisations and
informal youth groups (including bloggers and on-line human rights activists) involved in
the project Youth Taking Action Against Hate Speech in Cyberspace.

Names and affiliations of the panellists you are planning to invite:
Ellie Keen, British Institute of Human Rights

Gavan Titley, Media Studies, National University of Ireland

Estimated duration of the workshop: 50-90 minutes
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Name: Letizia Gambini
Organisation / Affiliation: European Youth Forum

Which issues / themes do you suggest to discuss during the plenary session?

New media, new freedoms. New concepts for a new generation.

How young generations have different understanding of concepts like intellectual property, copyright and freedom of
speech.

Possible speakers:

-> Maria Dokupilova, Federation of Young European Greens
-> Tim Davies, Dynamic Coalition for Youth (IGF)

-> Andrea Glorioso, European Commission

-> Lee Hibbard, Council of Europe

-> Jean-Jacques Sahel, Skype

-> Max Schrems, "Europe vs Facebook"

-> Amelia Andersdotter, MEP, Pirate Party

Title of the workshop:

Social digital entrepreneurship: Youth own way out of the crisis

Concise description: While young people are consumers and producers of the content on new media platforms, they
are struggling to enter the labour market. Youth unemployment rates in Europe reached the highest peaks and more
and more governments are calling for more youth entrepreneurship. Furthermore, digital literacy has become essential
to make your way in our knowledge society and innovation is at the basis of the Europe 2020 strategy for sustainable
growth in the EU. While Facebook and Google were developed by college students in California, European young
people struggle to prepare themselves for the challenges of the global digital market. When will Europe close the gap
in digital entrepreneurship? Youth organizations are great incubators of social digital entrepreneurship with most of
their projects based on the use of online collaborative tool, social media and digital platform. Through Non-Formal
Education, young people can develop both entrepreneurial and digital skills that empower them to better participate
and fight their own way out of the crisis.

Keywords: Digital literacy; Social entrepreneurship, Fighting youth unemployment; Non-formal education; Youth

Name of the organizer(s) of the workshop and their affiliation to various stakeholder groups:
European Youth Forum

Names and affiliations of the panellists you are planning to invite:
-> Tobias Martens, Young advisor on the Digital Agenda

-> Peter Matjasic, European Youth Forum

-> Tim Davies, Dynamic Coalition for Youth (IGF)

-> EFF
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Name: Letizia Gambini
Organisation / Affiliation: European Youth Forum

Which issues / themes do you suggest to discuss during the plenary session?

New media, new freedoms. New concepts for a new generation.

How young generations have different understanding of concepts like intellectual property, copyright and freedom of
speech.

Title of the workshop:

Access to information: A two-class infrastructure, better internet for those who can pay?

Concise description: Access to information is crucial for participation, employment and social development. Most of
the large telecommunications providers of the world have been arguing for some time that it's necessary to let the
mechanisms of free market economies play freely with the internet, allowing them to provide a speedy infrastructure at
a steep surplus charge for everyone who can afford it. Most of the major content companies are strongly opposed to
that approach, insisting that internet users should remain in full control of what content they view and that any kind of
restriction on access and availability of content by internet service providers or governments ought to be prohibited. At
the basis of the internet governance debate there is an ethical question: should there be control over the internet?

Keywords: Access to information; Participation; Censorship; Freedom of speech; Web economy.

Name of the organizer(s) of the workshop and their affiliation to various stakeholder groups:
European Youth Forum

Names and affiliations of the panellists you are planning to invite:
-> DGINFSO, European Commission (cabinet Kroes)

-> Joonas Makinen, Pirate Party, Finland

-> Malte Spitz, Die Gruner

-> Erik Josefsson, Adviser on Internet Policies

-> Max Schrems, "Europe vs Facebook"
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1. Background information

After 5 years, the Data Retention Directive is currently again on the top of the agenda in Europe. This topic generated
important discussions from a legal and technical point of view, as the Directive has been limited, in terms of (purpose
and retention periods, and also in the area of reimbursement of costs incurred by operators. (which is outside its
scope).

This discussion is extremely important since data retention is an important instrument for law enforcement
investigations, but at the same data could be used by some Internet Service Providers to violate the data protection
right of the user (see opinion 13/11 WP29 Group).

For this reason the Romanian, German and Czech Constitutional Court have annulled the domestic legislation
transposing the Directive, and they are considering how to recreating the Directive. Other Member States, decided not
to implement the Data Retention Directive.

The goal of the workshop is to assess and analyze the various steps taken during these years towards a review of the
EU Data Retention Directive. We would like to examine four relevant aspects such as law enforcement agencies’
needs, data protection, cybersecurity and industry position.

2. Concept of the workshop

Due to the positive experience with interactive formats at previous EURODIG's, the workshop will give maximum time
to comments and questions from the audience. The idea is that the moderator picks up issues that are raised and puts
it to the room. The role of the speakers is only to present some initial points that will set the pace for the debate. The
role of the speakers is only to ease the audience into the discussion by raising some contentious issues.

3. Draft Agenda:
90 minute workshop

9:00 — 9:10 Introduction and explanation of the concept of the workshop (focus on participation of the audience)
Speaker: Moderator

9:10 — 9:20 Data Retention — Past, Present and Future (EU Directive, current discussion, possible changes)

Speaker: Marco Gercke (Dr. Marco Gercke is director of the Cybercrime Research Institute. Holding a PhD in

criminal law with a focus on Cybercrime, he has taught law for several years, in areas especially related to Cybercrime
and European Criminal Law at the University of Cologne and is a visiting lecturer at the University of Macu, on
International Criminal Law)

9:20 — 9:30 Data Retention and Data Protection: a necessary balance of interest between security and human right,
costs recovery and industry position

Speaker: Giuseppe Vaciago (Dr Giuseppe Vaciago has a PhD in Digital Forensics from the University of Milan-
Bicocca and lectures in IT law at the University of Insubria. A Visiting Scholar at Standford Law School and Fordham
Law School in New York, he has also been invited to speak on a humber of occasions by the most prestigious Italian
universities as well as universities abroad. Giuseppe is the author of a number of Italian university textbooks)

9:30 — 9:40 Data Retention for the investigation, detection and prosecution of serious crimes:
Speaker: LEA Officer (TBD)
9:40 — 9:50 Data Retention and Data security obligations incumbent upon operators and authorities

Speaker: Francesca Bosco (Ms. Francesca Bosco is a UNICRI project officer within the Emerging Crimes Unit.

In her role in this organization Ms. Bosco is responsible for cybercrime prevention projects, and in conjunction with key
strategic partners, has developed new methodologies and strategies for researching and countering computer related
crimes. She has collaborated on different cybercrime-related projects and she is currently researching and developing
technical assistance and capacity building programs to counter the involvement of organized crime in cybercrime, as
well as a methodology with which to ascertain the social and financial ramifications of cybercrime and online abuse.
Furthermore, she is researching on the legal implications and future scenarios of cyberterrorism and cyber war. She is
currently a PhD candidate at University of Milan.)

9:50 — 10:25 Discussion

10:25 — 10:30 Summary / Conclusion
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Pre conference Proposal for EuroDIG: NGOs, Business and ICT

Organisation / Affiliation: Swedish International Development Cooperation Agency, Sida
Svalorna LA, The Julia Group & Openhearted

Title of the preconference: NGOs, Business and ICT

When: June 13" 2012, full day conference

Concise description:
One pre-conference day with focus on linking NGOs, Business and the ICT focusing on long term sustainable and
inclusive business. NGOs and enterprises will get the opportunity to present already existing collaboration, but the aim
is also to give a platform for networking aiming to future collaboration.
Stakeholders from from different parts of the world will be invited in order to increase the knowledge in this area. The
main purpose is to encourage development, strengthen democracy and reduce poverty. Methods focusing on ICT-
issues regarding business, education, health etc will be presented.
The topic of CSR issues, primarily of the telecom sector will also be targeted. At the meeting issues, challenges and
difficulties regarding CSR in different countries where discussed. This discussion should be deepened and targeted
from an Internet Governance perspective. Useful cases are the Internet blackout disruptances and mobile networks
that have been seen during recent protests in both Egypt and Kazakhstan, as well as the use of surveillance
technology in countries as Iran and Syria.
According to MDG Goal 8 "Develop a Global Partnership for Development” - target 8F “In cooperation with the private
sector, make available benefits of new technologies, especially information and communications” - argue:
e Demand grows for equal and increased access to information and communications technology.
e Access to the World Wide Web is still limited for the majority of the world’s people (due to cost, infrastructural-
or socio/cultural/political aspects, which include a very relevant gender perspective) .
e Alarge gap separates those with high-speed Internet connections, mostly in developed nations, and dial-up
users.
e CSR within the Telecoms sector is about more than just business, and has become a most vital tool for
Internet Governance, Human Rights and politics.
e |ICT and anti-corruption. ICT as an information/communication tool for local entrepreneurs in order to improve
transparency.

Names and affiliations of the panellists you are planning to invite:
Representatives from the following organizations, TBA:

Spider

Ministry of Enterprise, Energy and Communications

The Swedish Post and Telecom Authority (PTS)

Telia, Patrik Hiselius

Ericsson

Contact person: AnneLi Avendas
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Workshop Proposal for EuroDIG : NGOs, Business and ICT

Organisation / Affiliation: Swedish International Development Agency, Sida
Svalorna LA, The Julia Group & Openhearted
Title of the workshop: NGOs, Business and ICT

Concise description:

A summary of the pre-conference day on June 13" 2012, NGOs, Business and ICT.The workshop will present the
abstracts of the conference day, linking NGOs, Business and the ICT focusing on long term sustainable and inclusive
business.

According to MDG Goal 8 "Develop a Global Partnership for Development” - target 8F “In cooperation with the private
sector, make available benefits of new technologies, especially information and communications” - argue:
e Demand grows for information and communications technology.
e Access to the World Wide Web is still closed to the majority of the world’s people.
e Alarge gap separates those with high-speed Internet connections, mostly in developed nations, and dial-up
users.
e CSR within the Telecoms sector is about than just business, and has become a most vital tool for Internet
Governance, Human Rights and politics.
e |CT and anti-corruption — ICT as an information/communication tool for local entrepreneurs in order to
improve transparency.

Contact person: AnnelLi Avenas
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Wolf Ludwig, EURALO, 5th EURALO General Assembly planned as a side event
What is EURALO?

EURALDO is the home of the At-Large (individual Internet user community) for the European region, providing news,
key resources and interactive features for information sharing for individuals and end-user groups in the European
region interested in ICANN and shaping the future of the Internet.

BASIC INFORMATION

What is At-Large?

How do | get involved?

What type of groups can be At-Large Structures?
Why become an At-Large Structure?

EURALO ALSes

EURALO Brochure

ALS Starter Kit
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Subject: Proposal for a session at Eurodig

With regard to your planning meeting, may | propose the following subject:

Extra territoriality (of internet related laws).
We see this phenomenon in a number of areas. A few examples:
- Anti Counterfeit Trade Agreement
- Stop Online Piracy Act
- Protect Intellectual Property Act
- Cloud Computing and the reach of the Patriot Act

No 68

There are a number of issues where the reach of (US) lawmaking crosses borders and challenges the fundamental

role of governments in Europe which is to provide for the wellbeing of their citizens.

Some questions to look into:

- How does the extraterritorial impact of thuird country laws impact European citizens?
- What can be done at the EU level, and how is democratic oversight ensured?

- What is the role of companies in navigating a globally connected internet while laws are being made by nation

states?

- How can Europe ensure human rights and fundamental freedoms as well as the open internet are

maintained/guaranteed?

Marietje Schaake, MEP



Number in the

list Mo e

Where does Democracy take place?

Mats Svegfors, Director General, Swedish Radio
Journalism 3.0

Media Ecology and the Future

www.sverigesradio.se
journalism 3.0:

"This is an interactive web book project about media development, initiated by Swedish Radio’s Director General Mats
Svegfors and Deputy Director General Cilla Benk6. The aim of the project is to arouse debate around the subject of
media development, not to instruct. The book was first presented in Swedish in November 2010 (Swedish title:
Journalistik 3.0 — Medieormen dmsar skinn). We now would very much like to continue the discussion internationally.

Our starting point is not simply Swedish Radio but rather the world of media in general. It's about journalism,
democracy, technology and media habits. It's about the serpent of our age, shedding its skin."

"Internet is changing the world. This applies to media structure, to communication between individuals, and to the
production system as a whole among societies at widely dissimilar levels of development. Never before has the
number of media players been so large or the options so many. The struggle to claim the public’s time gets tougher
and tougher and the competition is palpable even for public service.

What was said after the 2008 American presidential election was at once both true and untrue, both an exaggeration
and an understatement. Internet, or more precisely social media, did fundamentally affect Barack Obama’s campaign
but not actually in the manner it's been said to have affected it."
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Evolution of radio-tv in a digital and connected world - a combination of broadcast and internet services, live and
on demand.

Mats Svegfors, Director General, Swedish Radio

Journalism 3.0

Media Ecology and the Future

Johan Wahlberg SVT, Mats Akerlund, SR

Talk about:

- our experience going from a traditional broadcasters to modern media companies.

- public service a driver of internet behavior.

- open access to net, important for democracy.

- need for good broadband infrastructure for good quality of service and during national crisis.
- quality of service on a best effort network = adaptive streaming.

- for broadcast over internet, we need better ways for multicasting.

- hybrid tv, hybrid radio

Best regards
Mats Akerlund

Head of Digital Strategy
Swedish Radio
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The topic for the suggested workshop is related to the issue of Net Neutrality in connection to media literacy. The
possible impact of tiered access on citizens’ media literacy (information literacy) skills and their ability to make
independent judgments. Evaluation, comparison and prediction of the effects of existing policies in the area of Net

Neutrality in different countries or regions on citizens’ critical thinking skills.

Narine Khachatryan

Media Education Center, Armenia
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