Workshop 1: End-users access to and choice in seres (the open Internet and citizens’ rights)

Focus of the Workshop

This workshop aims to explore the role of ISPs gmeernments with regards to Internet users’ ackess
and choice of services; rights and freedoms ofsuaeritizens and as consumers; what competition
principles to underpin access to and use of comteditservices? The proposal to develop a (European)
Internet users rights charter.

Background
The advent of the Internet has unleashed an umgeated, global wave of innovation and diffusion of

information and knowledge over the past twenty gekrhas transformed many industries and business
model and, how they are traded, contributing diygctincreases in economic productivity and grawth
and altering fundamentally how content and infoioratire consumed, while giving citizens novel waf/s
informing and expressing themselves, creating ancheunicating.

As the Transatlantic Consumer Dialogue putA€ess to the Internet remains an increasingly g
resource to individuals, as both consumers andaits. As consumers, individuals gain access ttatligi
content such as music, films, ebooks, games, andwanber of goods and services through ecommerce. A
citizens, individuals gain the ability to both asseand create conduits for discourse, debate, and
creativity. The wealth of information available,chthe variety of applications that consumers camtas
communicate, allow for an unprecedented freedoexpfession and informatior-”

The global public Internet grew exponentially espkgthanks to the open, non-hierarchical naturd the
principle of “end-to-end connectivity”, which ungémned a wave of ‘innovation without permission’
whereby anyone could publish something on the metewithout having to ask anyone’s permission
beforehand. The “open Internet” (unrestricted esdruaccess to Internet content, services and
applications) remains therefore key to fosterimgpivation, enabling communication and expressiod, a
contributing to socio-economic progress, especialiyie context of the global financial crisis wher
consumer demand can and has to be reignited byracts and services.

However, as the medium matures, as Internet consomgontinues to increase and become integral to
people’s lives, and as networks evolve to a ‘nextegation’, a number of questions and challenges ha
emerged.

To access Internet resources, individual and orgdions rely upon Internet service providers (ISPs)
which provide end-users’ access to the Internetelmsingly, and especially in the Next Generation
Networks (NGN) environment, ISPs have the techrabdity - and often a need as well - to managfitra
flow and thus the Internet access with high preaisiThis technical ability would normally be used i
order to improve consumers’ Internet experienceages of acute congestion of Internet traffic. Haave
the same technology also allows ISPs to act akeapers, by blocking or degrading consumers' adoess
certain content and applications, or limiting tiiees of equipment that can be attached to the mietwo
Such behaviour can severely limit the usefulnegh®internet and frustrate consumers' aims.

In this perspective there are clear threats taliffiesion of knowledge, culture, and freedom of gsion
and communication. On the business side specifidhiére is also a real threat to the ability afdaators
to come up with new online business models, sesvarel applications as they run the risk of consamer
not being able to access those anymore.

Such limitations on access are not merely theaietic the United States, a telecommunications @gp
and ISP blocked customers from using voice ovéWIRP) services, which would compete with its own
telephony services. A major ISP which also provigésvision programming through its cable telewvisio
service sent false data along its network to prexemrustomers from using a wide range of popular

protocols and applications, including a famous B@plication. A Canadian ISP prevented its usens fro

! Trans-Atlantic Consumer Dialogue’s introductiorittoResolution on Net Neutrality of March 2008
(http://tacd.org/index2.php?option=com_docman&tasiccaiew&gid=42&Itemid)



reaching the website of a trade union that reptesethe company's striking employees. Around thedyo
additional examples abound of ISPs blocking congééher to disadvantage competition or limit acdess
dissenting political views. In Europe, a numbenafbile network operators routinely forbid usersiiro
accessing VolIP, peer-to-peer and video streamipticagpions.

Such incidents demonstrate the skewed incentiagdisult when a network access provider also has a
stake in the content and applications accessets leystomers. When the provider can selectivelyrobn
access, it may select against speech or serviaeg ferceives as harmful to its self interestisTay
include content, applications, or devices that cetapvith the provider's own interests content that the
provider disfavors, such as criticism of the previdself. These harms are exacerbated when aofack
competition prevents users from migrating away fiiatriminatory providers, as well as when conswmer

lack the ability and information necessary to digrcany discriminatory practicezs.

However, a parallel challenge raised by ISPs / agtwperators is how they can cope with the massive
rise in Internet consumption by building improvestworks, and the challenge of raising the funding t
invest accordingly. Some have argued that ISPsldheaep the ability to ‘differentiate their offege’ and
prioritise traffic by choosing what sort of contesgrvices and applications to give access tdhaithey
are better able to obtain return on their investmen

The debate over what Internet access citizens dhmuentitled to has also been brought to theldgre
parallel discussions around new legislations pregds combat online piracy by interfering over sser
Internet access — ruled as contrary to fundamém@tioms by the French Constitutional Court fomepke
- as well as over the quality and reliability ofdrmation and media available on the Internet. fiduent
European “Telecom Package” regulatory proposalatgected to by many for including “conditions
limiting access to and/or use of services and agfiins”, which seems not to be ensuring “unregitic
access to content, services and applications”.

Access to and choice in services is, however, oletysan issue in the context of access providerthe
current online environment we witness a growing hanmof dominant information society services and
applications which users rely on in order to fllgnefit from and participate in nowadays
communication’s processes on the Internet. Paatilyuin the context of search engines, e-mail [exs,
instant messaging services, social networks, waledancyclopedias and blogging or micro blogging
services, new factual monopolies or oligopoliesehdeveloped. This raises questions on rights and
responsibilities of the service providers towardsrs, particularly in the absence of working maf&etes,
and also challenges regulatory policies in the Mengiates.

Key questions for the panel

Taking into consideration both Internet broadbaalicy and the need to foster innovation, fair cotitjmn
and the respect of fundamental human rights inoétieedom of expression and communication and
freedom of choice, the EuroDIG panel will examihe following aspects:

- For businessesneed for profit and the returns on their investtees incentives to further invest;
and the ability for online companies to prospehwitt the fear of discrimination against their
content, services and applications

- For users: need for transparency of services, and freedoanoite and use

- For regulators: how would abusive behaviours by ISPs be remedyexlitrent policies? Is
competition law sufficient to protect the open it and indirectly ensure the respect of people’s
fundamental right to access the information ofrtichbice, and express themselves freely, on the
Internet? Is more regulation necessary? What igpipeopriate balance between self-regulation (a
model which has shown its flaws considering somghefabusive practices carried out routinely
by some ISPs) and overregulation (the model oft@oired when there is a problem) — should
regulators devise guiding principles with certainding aspects, such as the Norwegian
guidelines on Network Neutrality, adhered to by ¢bantry’'s entire stakeholder community.

2 All examples and analysis as quoted in the TACD8&RBesolution on Net Neutrality, except for Skype
which only made the headlines mainly in 2009.



Towards a “universal service obligation” for dommh#nternet services in the absence of working
market forces? Transparency as regards the acitiggsibservices.

- For countries in transition: dealing with dominant operators; the importancaaufess to
information and Internet applications and servioesocio-economic development; building
policy and regulatory capacity, especially conaggniser / consumer rights....

- For all concerned:how to ensure treating Internet as a global pumiad while still leaving
comfort to its economic owners - “the business”2l@@ good way forward to ensure benefits for
the whole Internet value chain, while respectingdamental freedoms, be to develop a
(European) Internet users’ rights charter? if soutd such a Charter be a mere list of principles
or rather be pursued towards becoming binding? I8heulGF-style dynamic coalition and/or a
formal process of the Council of Europe developstheactice’ principles to be adhered to by all
stakeholders?

Planned outcome of the session
Through a designated Rapporteur, this workshopfedti conclusions and recommendations into Plenary
1.




